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This glossary provides a list of key terms that are used thereinafter and their
definitions for the purposes of this document. It is not meant to provide an
exhaustive list of all the terms related to the subject of this study.

Term Definition
The production (goods and services) of a candidate industry must primarily
be intended to fulfil or enable the function of information processing and
ICT sector communication by electronic means, including transmission and display. The

ICT sector is composed of economic activities related to ICT Manufacturing
and ICT Services.

ICT Professional
Role Profiles

Provide a broad picture of the activities performed by individuals engaged in
the multitude of positions that make up the ICT profession. These profiles
reflect a collection of typical tasks, competences and responsibilities that are
to be fulfilled and each profile is given a common use title for ease of
identification. ICT Professional Role Profiles are key components of ICT jobs,
as described in the report of the CEN Workshop Agreement “CWA 16458-1
European ICT Professionals Role Profiles - Part 1: 30 ICT Profiles”.

e-Competence
Framework (e-
CF)

Standard established as a tool to support mutual understanding and provide
transparency of language through the articulation of competences required
and deployed by Information and Communication Technology (ICT)
professionals. The standard “EN 16234-1:2019 e-Competence Framework (e-
CF) - Acommon European Framework for ICT Professionals in all sectors -
Part 1: Framework” is published as a European Norm and has been prepared
by the Technical Committee CEN/TC 428 “ICT professionalism and digital
competences”.

European Skills,
Competences,
Qualifications
and Occupations
(ESCO)

The multilingual ESCO classification identifies and categorises skills,
competences, qualifications, and occupations relevant for the EU labour
market and education and training. It systematically shows the relationships
between the different concepts.

Competence

Demonstrated ability to apply knowledge, skills, and attitudes for achieving
observable results.

Knowledge

Theoretical or practical understanding and awareness of phenomena such as
facts, terminology, concepts, models, or theories that are related to a field of
work or study. Knowledge is the outcome of the assimilation of information
through learning and is theoretical and/or factual.

Skills

Ability to apply knowledge and use know-hows to complete tasks and solve
problems. Skills can be cognitive (involving the use of logical, intuitive, and
creative thinking) or practical (involving manual dexterity and the use of
methods, materials, tools and instruments).

Software skills

Particular or specialised skills necessary to perform tasks that lead to the
design, development, deployment and/or maintaining of software.

Profession-
related skills

Skills related to the broader ICT-sector that are necessary to do software-
related roles well.

Hard skills

www.softwareskills.eu

Strictly job-specific, closely connected with knowledge, easily observed,
measured and trained skills. They constitute the core occupational
requirements of a job.
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Soft skills

Patterns of thought, feelings and behaviours that are socially determined and
can be developed throughout the lifetime to produce value. These are cross-
cutting skills across jobs roles and sectors that relate to personal
competences (confidence, discipline, self-management) and social
competences (teamwork, communication, emotional intelligence).

Skills gap

Situation where an individual does not have the kind and/or level of skills
required to perform their job adequately.

Upskilling

Training enabling individuals to acquire new skills and knowledge for a
certain occupation, often to keep up to date with market developments or
legislative changes.

Reskilling

Training enabling individuals to acquire new skills and knowledge giving
access either to a new occupation or to new professional activities.

T-shaped
professionals

Professionals who have a depth of knowledge and skills in a specific domain
or field (the vertical bar on the letter T) and also have broad knowledge and
skills across multiple fields or disciplines (the horizontal bar on the letter T),
which enables them to collaborate across disciplines with experts in other
areas.

7 -shaped
professionals

Professionals who have a depth of knowledge and skills in two specific
domains or fields (the two vertical bars of the TT-shape) and have broad
knowledge and skills across multiple fields or disciplines (the horizontal bar
of the TT-shape), which enables them to bridge the gap between the two
domains or fields and also to collaborate with experts in other areas.

Initial education

Formal education of individuals before their first entrance to the labour
market, i.e.,, when they will normally be in full-time education. It thus targets
individuals who are regarded as children, youth, and young adults by the
society to which they belong. It is typically provided by educational
institutions in a continuous educational pathway.

International

Global reference classification for education systems and it provides a

Standard . . .

e L. comprehensive framework for organising education programmes and
Classification of N . . . . .
Education qualification by applying uniform and internationally agreed definitions to

facilitate comparisons of education systems across countries.

(ISCED) P 4
Overarching framework that makes transparent the relationship between

Euro.p.ean. European national (higher) education frameworks of qualifications and the

Qualification qualifications they contain. It is an articulation mechanism between national

Framework frameworks. The levels 4 until 7 are the most relevant levels for this project.

(EQF) More detailed definitions and information on the EQF levels is available in
annex C.
is defined by [..] a range of cognitive and practical skills required to generate

EQF level 4 . o . .
solutions to specific problems in a field of work or study [...]
is typically related to the associate degree or equivalent degrees and is

EQF level 5 defined by [...] a comprehensive range of cognitive and practical skills
required to develop creative solutions to abstract problems [...]
is typically related to the bachelor degree or equivalent degrees and is
defined by [...] advanced skills, demonstrating mastery and innovation,

EQF level 6 . . . - )
required to solve complex and unpredictable problems in a specialised field
of work or study [..]
is typically related to the master’'s degree or equivalent degrees and is
defined by [...] specialised problem-solving skills required in research and/or

EQF level 7 v [-]sp P g 9 /

www.softwareskills.eu

innovation in order to develop new knowledge and procedures and to
integrate knowledge from different fields [..]
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is typically related to the doctorate degree or equivalent degrees and is
defined by [...] the most advanced and specialised skills and techniques,

EQF level 8 including synthesis and evaluation, required to solve critical problems in
research and/or innovation and to extend and redefine existing knowledge or
professional practice [...]

Education and training which aims to equip people with knowledge, know-

Vocational hows, skills and/or competences required in particular occupations or more

Education and
Training (VET)

broadly on the labour market. Vocational Education and Training covers
upper-secondary, post-secondary, non-tertiary, and tertiary levels of
education.

Upper-
secondary
education

Encompasses educational institutions that focus on general or vocational
education. Programmes at this level are typically designed to complete
secondary education in preparation for tertiary education, or to provide skills
relevant to employment, or both. Pupils enter this level typically between
ages 14 and 16. Upper secondary education relates to EQF levels 3to 5and
ISCED level 3.

Post-secondary,
non-tertiary

Encompasses qualifications that are considered to be beyond secondary
education but are not included in the tertiary sector. Post-secondary non-
tertiary education provides learning experiences building on secondary
education, preparing for labour market entry as well as tertiary education.
Students entering will have usually completed upper secondary education.

education Programmes usually have a full-time equivalent duration of between 6
months and 2 years. Post-secondary, non-tertiary education relates to EQF
levels 4 and 5 and ISCED level 4.
Programmes at this level are often designed to provide participants with
Short cycle profe;sional knowledge, skills, and cc_>rnpetences. Typically, they are
tertiary practically based, occupational-specific and prepare studer?ts to enter the
education labour market. However, these programmes may also provide a pathway to
other tertiary education programmes. Short cycle tertiary education relates
to EQF level 5 and ISCED level 5.
Third level education that encompasses bachelor, master and doctorates or
equivalents. Vocationally oriented education and training at tertiary
Tertiary qualiﬁcations.level mean§ education anq trainihg that caQ cc_mtain aspgcts of
. both academic and vocational areas typically with the majority of vocational
education

aspects (e.g., Universities of applied sciences, Polytechnic institutes). It is
usually located at levels equivalent to EQF levels 6 to 8 and ISCED levels 6 to
8.

Higher or upper
VET

Composed of: a) post-secondary level VET, offered outside higher education;
b) higher-level continuing VET (CVET) offered within or outside the formal
education system (usually after entry into working life); qualification here
often gives access to nationally recognised qualifications but the target is
adult learners; qualifications are often based on professional experience and
examinations (competence tests); c) higher-level CVET provided outside the
formal education system (by adult education centres, public employment
services or private companies), which do not fall into the above categories.
Higher VET relates to EQF levels 5to 8.

Associate
degree

www.softwareskills.eu

Qualification awarded after successful completion of the so-called short cycle
in the Qualifications Framework of the European Higher Education Area
(EQF). The short cycle fits within or is linked to the first cycle (or Bachelor's
level). The degree requires approximately 120 ECTS credits.
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Qualification awarded after successful completion of the first cycle in the
Qualifications Framework of the European Higher Education Area (EQF). The
degree usually requires a minimum of 180 and a maximum of 240 ECTS.
Qualification awarded after successful completion of the second cycle in the
Qualifications Framework of the European Higher Education Area (EQF). The
degree usually requires a minimum of 90 ECTS, of which at least 60 ECTS at
Master's level.

Qualification awarded after successful completion of the third cycle in the

Bachelor's
degree

Master's degree

Doctorate Qualifications Framework of the European Higher Education Area (EQF). The

degree degree usually requires a three to four years of study, mostly as a period of
research.

Educational

. Documented statement that acknowledges a person’s learning outcomes.
credential

Sub-unit of a credential that could accumulate into a larger credential or
degree or be part of a portfolio. Examples are: Verified certificates, Digital
Badges, Micromasters, Nanodegrees. Microcredentials are frequently
portrayed and promoted as a new way for individuals to build their own skills
profile (portfolio) by collecting and “stacking” learning in flexible ways, at their
own pace and according to their own priorities.

Microcredentials
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1 Executive Summary

This Needs Analysis investigates the current and the future needs for software
skills in Europe and the nature of the skills gap that needs to be filled. The Needs
Analysis forms a basis for developing a Software Skills Strategy that can
successfully match future demand and supply.

1.1 Data collection

Data on the current and future demand was collected via desk research on both a
European and national level, composed of:

A literature study,
An analysis of labour market reports and databases and
An analysis of job vacancies.

In addition, a questionnaire was distributed to organisations with software skills
needs to collect data about their demand for software roles, competences, and
skills. Expert groups were organised at the national and European levels to
provide qualitative data on the future demand. Moreover, desk research was used
to map the current supply, including detailed information on different VET and
higher VET programmes and training offerings.

Data collection in numbers

Academic literature

study 20 selected top papers for detailed analysis

63 national labour market reports

14 national labour market databases

905 job vacancies, 20 countries

Demand questionnaire 301 respondents, 21 countries

10 national expert groups, 118 experts, 9 countries

1 European expert group, 14 experts

>1000 VET and higher VET providers in 14 countries
69 programmes studied in detail

Labour market desk
research

Expert groups

Supply desk research

1.2 Key findings on software roles

The most in-demand software role is “Developer”. The content of this role in
terms of skills is changing, and organisations find it challenging to keep their
developers up to date.
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Among all software-related roles, the demand for developers is the highest. Not
only now, but also in the future. Soft skills and knowledge of the business are
increasingly important for developers to be able to function.

The role of the digital media specialist is — according to the study — not relevant
in relation to software development, deployment, and maintenance. Preferably,
job applicants need to have the right skills for the job when they start, as a lack of
time for training is the main cause for a backlog in training. The cooperation
between (large) organisations and educational institutions needs to be
strengthened to close the gap between demand and supply.

1.3 Key findings on software skills

The skills needed in software roles are certainly not restricted to hard software
skills and other profession-related skills. There is a growing importance of soft
skills that are needed to be successful as a software professional.

Programming is the most in-demand hard skill with Java, Javascript, SQL, HTML,
PHP, C++, C#, and Python being the most needed programming languages.
Software professionals must have a solid understanding of programming
principles as it is not clear which new programming languages will last in the long
run and become more important.

There is also a need for certain profession-related skKills like security management
and project management. It is expected that, in the future, sustainability
management and sustainable software development will become important.

Personal soft skills are becoming increasingly important for people in software
roles. The most important soft skills are critical thinking and analysis, problem-
solving, and self-management.

In addition, people in software roles also need interpersonal skills — mainly

teamwork and commmunication skills — since almost all activities in these roles
nowadays require collaborative working.

www.softwareskills.eu Page | 14
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1.4 Findings on education and training

The current and future demand for software professionals and corresponding
skills require adjustments in the education and training offerings available to
ensure a sufficient supply of professionals with the right skills.

As time for training is limited, upskilling people will be challenging. This requires
short and modular training programmes that should be updated regularly and
follow the newest technologies and trends. Micro-lessons and microcredentials
will gain importance.

Software professionals should have more soft skills, but also need broader
education. T-shaped professionals and II-shaped professionals are considered to
be the future. This means that initial education should provide comprehensive
foundations in the field.

It is becoming increasingly important that software professionals know what and
for whom they are programming. Every software professional should be equipped
with basic business knowledge and skills, which must be part of curricula and
training programmes. The ideal situation would be that every software
professional has a second degree or at least some education and training in
another field. To bridge the gap between education and practice, organisations
and education providers should work together more closely.

Education of flexible lifelong learning software professionals is essential. Ideally,
educating software professionals starts in primary school with teaching
programming logic. The rest of the initial education should steer in the direction
of flexible software professionals with fundamental understanding of hard and
profession-related skills and good personal and interpersonal soft skills. This forms
the foundation for lifelong learning to stay an up-to-date software professional
and be able to adapt to new situations and technologies.
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2 Introduction

The work carried out in the ESSA’'s Work Package 2 focuses on updating the
Occupational Profiles for software sector roles to match current market
requirements, a market Needs Analysis to identify existing and emerging skills
needs for each profile, and the design, development, and launch of an innovative
Software Skills Strategy for Europe.

The Work Package is composed of three main outputs as follows:

Profiles, competences, and skills Needs Analysis based on current EU
initiatives/ sources, and primary research among industry stakeholders,
An innovative new European Software Skills Strategy to bridge the current
and emerging skills gap via VET programmes.

Annual Skills Strategy Reviews, including feedback loops and refreshed
Needs Analysis to improve VET programmes.

This report is about the first output: the ESSA Needs Analysis.

2.1 Goal and scope

The Needs Analysis investigates and identifies the current and the future needs
for software skills in Europe and the nature of the skills gap that needs to be filled.
Establishing the current demand for software roles, competences, skills, and
knowledge is the first element of the analysis. Due to the rapid pace of
digitalisation this demand will continue to evolve in the coming years, leading to
potentially very different software skills requirements than those of today.

By mapping the existing education and training programmes, the gap between
current supply and current and future demand can be determined. This analysis is
mainly focused on why there is a gap and what roles and skills are important
and/or will be important in the near future. It is not the intention of this study to
estimate how big the gap is in absolute numbers. It is although the intention to
show there is a shortage and the possible reasons behind this shortage. This gap
analysis will form the final part of the Needs Analysis and will be a crucial element
in determining how the Software Skills Strategy can successfully match future
supply with future demand.

The overall focus of this research is on software roles, competences, knowledge,
and skills within the Software Industry; which is primarily engaged in activities
related to the design, development, and maintenance of software. The research
was conducted among organisations in the ICT sector and other organisations
with their own need for these skills. It is explicitly not about digital skills of the
general workforce; the focus is on software skills. It is also recognised that,

www.softwareskills.eu Page |17



e s s a European Software
e Skills Alliance

although the focus of this study is primarily on educators and employers, that the
guality and relevance of software skills in the workforce affects wider society and
can have important social, political, and economic implications for all citizens.

The Erasmus+ requirements and the project plan specify that the “EN 16234-1 e-
Competence Framework (e-CF) - A common European Framework for ICT
Professionals in all sectors - Part 1: Framework” and “CEN/CWA 16458-1 European
ICT Professionals Role Profiles - Part 1: 30 ICT profiles” are inputs for this project.
The e-CF standard and the European ICT Professional Role Profiles report ensure a
common language and point of reference when talking about these specific
software roles, competences, and skills.

2.1.1 ICT Professional Role Profiles

The European ICT Professional Role Profiles (CEN/CWA 16458-1) incorporate the
competences of the European e-Competence Framework (e-CF, EN 16234-1) as a
main component of profile descriptions. The 30 ICT Professional Role Profiles
provide a generic set of typical roles performed by ICT Professionals in any
organisation, covering the full ICT business process. Figure 1shows the 30
European ICT Professional Role Profiles (CEN/CWA 16458-1) overview and central
focus of ESSA.

Generation 2: 30 EUROPEAN ICT PROFESSIONAL ROLE PROFILES

Digital Business
Transformation Information
Leader Manager

Product Owner clo

Quality
Assurance
Manager

| Data Account

Business Analyst Developer

Administrator Manager

Information

Security Digital Media

Specialist

Systems
Administrator

Systems Analyst

Digital Educator

Manager

Project Manager
Data Scientist Service M s
ata Scientis ervice Manager Architect
Solution

Data Specialist Designer

Figure 1 ESSA scope in ICT Professional Role Profiles (adjusted fromn CEN/CWA 16458-1)
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ICT Operations
Manager

Network
Specialist

Enterprise

Architect Test Specialist

Technical
Specialist

Digital
Consultant

DevOps Expert

Service Support
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As illustrated above, in dark red, the ICT Professional Role Profiles central in ESSA
and the primary focus of the project are:

Developer

Test specialist

Solution designer
DevOps expert

Digital media specialist

These roles require software skills as an essential part of their profile. It is not
possible to do their job without “hard” software skills since they develop, deploy,
and maintain software. The role of technical specialist is also studied for the
specialists in that role that focus on maintaining software in that role and
therefore need software skills as an essential element to do their job.

In the occupational field there are specific versions of each of these roles, as well
as an array of job titles and descriptions. A more detailed description of these
roles, including alternative names can be found in annex A.

Other ICT professional role profiles that are related to software skills are indicated
in the figure in dark grey: Data Specialist, Systems Administrator, Technical
Specialist, Service Support, and Information Security Specialist. People in these
roles will need software skills to a certain extent to perform their jobs, but other
skills are more essential, and even with limited software skills it is possible to
perform the role. The question is addressed whether these roles will need more
software skills in the future.

In other European ICT Professional Role Profiles it also can be helpful to have
some software skills, but it is not critical for the execution of the role to have
specific software skills. These professionals will need basic, general software
knowledge and skills, but are out of the scope of this project.

2111 e-Competences

EN 16234-1“e-CF" as a European norm, is a neutral standard, developed and
maintained through an EU-wide balanced multi-stakeholder agreement process,
under the umbrella of the European Committee for Standardization. The standard
is also a key component of the European Digital Agenda for ICT Professionalism.
The e-Competence Framework (e-CF) (EN 16234-1) identifies 41 competences
related to the ICT professional field.
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Dimension 1 | Dimension 2
41 e-Competences identified

A.PLAN A.1. Information Systems and Business Strategy Alignment
A.2. Service Level Management
A.3. Business Plan Development
A.4. Product/Service Planning
A.5. Architecture Design
A.6. Application Design
A.7. Technology Trend Monitoring
A.8. Sustainability Management
A.9. Innovating
A.10. User Experience
B. BUILD B.1. Application Development
B.2. Component Integration
B.3. Testing
B.4. Solution Deployment
B.5. Documentation Production
B.6. ICT Systems Engineering
C.RUN C.1. User Support
C.2. Change Support
C.3. Service Delivery
C.4. Problem Management
C.5. Systems Management
D.ENABLE  D.1. Information Security Strategy Development
D.2.ICT Quality Strategy Development
D.3. Education and Training Provision
D.4. Purchasing
D.5. Sales Development
D.6. Digital Marketing
D.7. Data Science and Analytics
D.8. Contract Management
D.9. Personnel Development
D.10. Information and Knowledge Management
D.11. Needs Identification
E. MANAGE E.1. Forecast Development
E.2. Project and Portfolio Management
E.3. Risk Management
E.4. Relationship Management
E.5. Process Improvement
E.6. ICT Quality Management
E.7. Business Change Management
E.8. Information Security Management
E.9. Information Systems Governance -

Figure 2 EN 16234-1 (e-CF) overview competences by CEN’

In relation to software roles and skills, 14 competences can be identified as
potentially relevant. Further research will determine which of these competences
are central for people in software roles and which are of limited relevance. The 14
competences to be studied further are:

A.6. Application Design C.3. Service Delivery

A.8.Sustainability Management C.4.Problem Management

B.1. Application Development C.5. Systems Management

B.2. Component Integration D.7.Data Science and Analytics

B.3. Testing D.11.Needs Identification

B.4.Solution Deployment E.2. Project and Portfolio Management
B.5. Documentation Production E.8. Information Security Management

Although EN 16234-1 e-CF and ESSA in-depth methodologies adopt clear and
market-proofed conceptual definitions of competences, knowledge, skills, and
roles (see section 1.2.); in many other cases the distinction between competences

! Available at https://www.ecompetences.eu/e-cf-overview/

www.softwareskills.eu Page | 20



e S s European Software
o Skills Alliance

and skills is not explicitly made. For example, the European Skills, Competences,
gualifications, and Occupations (ESCO) makes no distinction between skills and
competences.

The distinction between the two is also not always clear in organisations. For that
reason, competences are not mentioned in the data collection, and it refers to
these competences in terms of the related skills. So, for example, the competence
“Documentation production” is represented in the study by the profession-related
skill, or rather a group of skills, called “documentation production”.

2112 Sskills

Skills cannot be seen separately from roles. An employer needs a person with
certain competences and skills to perform a role and does not need just stand-
alone skills. Articles about the developments in the software industry also indicate
that skills other than merely the hard software skills are becoming increasingly
important.

Changing methods of software development (e.g., Agile) and industry contexts
(e.g., Industry 4.0) do not necessarily require a big change in hard skills but do
require the ability to apply those skills in different ways (e.g., teamwork).

Therefore, this study will also focus on soft skills, which are in most cases
transversal skills that apply across all or most roles in ICT, but also in other fields.
The skills that are relevant for the roles that are the focus of this project are the
subject of this Needs Analysis. A basic division is made between:

The hard software skills that are the focus of one or more role(s),

Other profession-related skills relevant for people in software-related roles,
and,

The soft skills needed in these roles.

An overview of the skills used in this study can be found in annex B.
2.1.1.3 Level of analysis

The results from the Needs Analysis will inform the development of the European
Software Skills Strategy. This will be one strategy for the whole of Europe with
room for localisation. The need for software roles, competences and skills is not
bound by borders. The need is international, and people can find work in the
sector all over Europe. There are different regional needs, but these are always
part of a larger picture. Trends in software also know no boundaries.
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The focus in this Needs Analysis is therefore on the EU level. This means that all
data will be analysed centrally, and the final report will focus on the EU level, but
the national level will also be addressed as the influence of countries in the
analysis is measured. For example, analysis will include whether a particular skill is
only found to be of significance in two or three countries. Partners are also invited
to draft their own (inter)national report based on the analysis of data found in
their country or area, when they think it will be of value to them. This will provide
insights into the current situation in their own region but will not be part of the
final Needs Analysis report.

2.2 Overview of the study

The three elements that need to be researched in the Needs Analysis are the
current demand, the future demand, and the current supply. All three of these
elements need different input to provide an overview of the situation in such a
way that a gap analysis can be performed. Therefore, a methodology is developed
which contains different data collection techniques and different target groups.

The digitalisation trends themselves are not an object of study in this research.
They are only of interest insofar as they function as drivers for future demand. The
focus is on the future roles, competences, skills, and knowledge that are a result of
these trends.

Current demand: Current supply:
Roles GAP Full prog.r:?mmes
Competences Reskilling
Skills & Knowledge Upskilling
Digitalisation Software
trends GAP Skills
Strategy
Future demand: Future supply:
Roles Full programmes
Competences Reskilling
Skills & Knowledge Upskilling

www.softwareskills.eu

Figure 3 Overview of the Needs Analysis
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2.2.1 Data collection techniques

Starting from a standard methodology and considering triangulation and the
right level of data collecting, the most suitable data collection techniques for the
different elements of the Needs Analysis could be identified.

A great amount of data on the current and future market has been and is already
being collected, and the project benefits from this research by investigating these
sources.

The current demand was studied further by a questionnaire, while the future
demand was studied with a method suited for investigating predictions involving
expert opinions. The current supply was studied completely via desk research
supplemented with questions to specific suppliers, when necessary.

Primary data:

Questionnaire Secondary data:

Current demand Current supply

v

Future demand

Secondary data:
Job vacancy analysis
Labour market reports
Labour market databases

Digitalisation
trends

Primary data:
Expert groups/ interviews
Secondary data:
Labour market prediction

details of
programmes

Software
Skills
Strategy

2" part WP2

I
v WP3

Future supply

reports

Figure 4 ESSA Needs Analysis elements and data collection techniques

2.2.1.1 Current and future demand desk research

The desk research studying the current and future demand contained the
following aspects:

Study (peer reviewed research) articles on software roles, skills, and
competences

Collect and analyse market and trends reports

Analyse job vacancies for software roles

These aspects were studied on both a European and national level. Both levels are
addressed in this project because they complement each other. Most of the time
the European level provided an overview, while on a national level more detailed
data was collected.
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2.21.2 Current demand questionnaire

A guestionnaire was distributed to organisations with software skills needs to ask
them about their current demand for software roles, competences, and skills.

2.2.1.3 Future demand expert groups

There are research methods to provide predictions. Due to the international
nature of the project and the current limitations due to COVID-19, a method
requiring physical presence was not feasible. In addition, a method that requires a
great amount of direct interaction is not ideal in an online environment. As a
result, focus groups were deemed the most appropriate method, and in this case
more specific expert groups, since we are asking experts for their views. Expert
groups will also be used for the WP2 deliverable “an Annual Skills Strategy Review
including feedback loops and refreshed Needs Analysis”. Using the same
technigues within this initial Needs Analysis is useful because it can function as an
example and test for the Annual Skills Strategy Review.

2.2.1.4 Current supply desk research

The current supply consists of a large range of programmes and training (VET and
higher VET) offerings. Desk research was used to map this supply. The details of
the programmes with the most students were studied to establish which skills are
taught in these programmes.

2.2.2 Population and samples

The population of a study consists of every entity that the study aims to make a
statement about. A sample of this population consists of the entities that provide
input to the study. For every technique, another sample can be used. In general,
one could say that the demand and supply of software skills is the population of
this study, but it is less abstract and more practical to divide the population in a
demand and a supply side.

Educational providers

Businesses with demand for
software skills:

Current demand

Digitalisation
ltrends

Future demand

IT organisations

Other organisations
with software skills demand
Reports

Experts:
On ICT Labour markets
On developmentsin
software needs
Reports

Universities

Current supply VET providers
Other
| Reports

Software
Skills 2" part WP2
Strategy

I

v Wwp3

Future supply

Figure 5 ESSA Needs Analysis elements and study target groups
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The population on the demand side consisted of organisations with a demand for
software skills. These are predominantly IT organisations, but also other — mostly
large — companies with demand in software skills. These are companies that for
example develop or maintain their own applications. The desk research, and in
particular the job vacancy analysis, provided a more exact demarcation of which
organisations are relevant and belong to this population. A sample for a
guestionnaire consisted of a random sample of organisations from all EU member
states. Experts assessed the future demand of organisations with demand for
software skills. These experts came from the organisations studied, as well as
highly valued ICT thought leaders and academics.

The population on the supply side consisted of suppliers of training in software
skills on VET and higher VET levels. This supply is offered by both public and
private sector educational providers like universities, VET providers, vendors, and
suppliers of internal staff training. To ensure quality, the sample consisted of as
many responses as possible representing the "supply" from all EU member states.

2.2.2.1 Needs Analysis zones

The validity of this Needs Analysis will be the highest when input from as many EU
member states as possible is collected. Because the project partnership does not
include representatives from all 27 EU countries, partners were invited to attempt
to collect data from adjacent countries to increase the quality of the research. The
partners country of origin was of course central, but if a partner is interested in
another country or has limited access to data or respondents in their own country,
the partner was invited to also look at other countries. The assignment of zones
was to avoid overlaps in that situation. This will also lead to a better software skills
strategy and in line with that, better opportunities to close the skills gap.
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3 Literature study

Research literature on the ICT labour market and specifically on the software
labour market was studied to identify insights that are important for this study.
Given the current nature of the topic, only studies from 2018 or later were taken
into consideration (with exceptions). Relevant articles that were studied were
those that informed the project i.e., on software development skills, competences,
and knowledge, with some focus on education (ideally VET) and future
orientation. The most important selection criterion was a strict focus on the topic
of software development and creation and not on general user skills for software
or expert user skills (e.g., CAD, animation). Partners with access to academic
library databases were asked to contribute to this part.

3.1 Introduction

Software development is part of the wider discipline of software engineering,
although in this literature review it was found that there is often not a clear or
consistent distinction between how the terms are used. The IEEE (1990) defines
software engineering as “The application of a systematic, disciplined, quantifiable
approach to the development, operation, and maintenance of software; that is,
the application of engineering to software”. Software development can be
understood as more focused on developing the actual software, whilst the term
software engineering suggests — but does not necessarily imply — a broader
remit in terms of analysing the problem or context in which the software will be
used. In terms of skills and roles they are often used to describe similar skill areas
and job roles.

In recent years, the advancements in software have led to changes in its use and
scope as well as changes in how it is developed from both a technical and social
perspective. The current policy and research focus is both technical and social. An
important goal of the new Horizon Europe Research and Innovation programme
is the achievement of Human-Centred software.

Various new software engineering skills will be necessary to achieve this vision.
There is increased automation of aspects such as testing, deployment, and
management of new releases; and at the same time there are new approaches to
working in teams to create software and services (e.g., DevOps). The increased
maturity of software engineering goes along with an increasing variety of societal
and business needs, which, in turn, determines an increasing complexity and
scale of services and applications. Emerging fields like |oT, Big Data, Cyber-
Physical Systems, and the introduction of new complex technologies (e.g., Spark,
Storm) lead to even newer software-defined paradigms for infrastructural
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resources. All these addresses several problems but require specific expertise and
skills.

The rationale of the present study is to conduct a comprehensive literature review
to find useful evidence on the demand for software skills which is important for
the design and relevance of software skills education at VET level. This also
includes, not only factual listing, but also evidence in the form of critiques,
analysis, and discussion about software education and how it relates to the needs
of employers and wider society. This can provide useful evidence on how the
challenge of software education is framed and how views of its core concepts and
assumptions may have changed.

To maintain the focus of the study, an applicable taxonomy was used — broadly
based on the e-CF — which helps us provide useful insights into the needed skills
at VET level. The taxonomy broadly categorises skills into hard skills (also known as
"technical skills") and soft skills (also known as "behavioural skills"). Relevant to our
proper understanding of needs, and consequently, design of curricula for VET
training, is clarity on the knowledge required by software engineers, as well their
changing roles.

All these aspects have been analysed systematically by studying the literature,
and we have identified interesting outcomes of research that are relevant and can
be used to prepare new educational courses at VET level. The focus of this study is
on the required skills that serve as building components to be able to combine
them into specific courses, so that they can help transform various existing roles
into new ones.

3.2 Methods

The focus of the present study is the understanding of the literature in terms of
existing skills, any desired improvements of such skills as well as the approaches
used to achieve such intended improvements. The value of including academic
research, as opposed to just labour and skills reports, is also to gain insights into
current debate, thought leadership, academic practices, and critical voices around
software skill development.

Performing a survey in this context, however, is challenging due to the complex
relationships that exist among the key concepts and contexts. The high-level e-
Competence Framework (EN 16234-1:2019) concepts such as competence,
knowledge, skills, attitudes, roles/function; are sometimes understood in varied
ways in the literature. It was impossible, nor desirable, to only cover needs
because the majority of articles also discussed methods, strategies, and
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educational approaches to meet those needs — such as delivery methods,
definition of courses, and similar.

The focus was on recent (since 2018) peer reviewed literature, although formally
published papers may have had publication delay through peer review process.
The use of Arxiv mitigates this to an extent as it includes pre-prints.

This survey covers a broad list of peer-reviewed papers archives, particularly,
Scopus, ACM, IEEE, Arxiv, and the AIS library. An iterative approach using expertise
from four research-engaged partners in the ESSA project was used. A draft list of
search terms and sources was produced, and suggestions were added to create
the final list of sources and search terms as shown below.

Data base Search terms Date Range
Scopus “Software engineering” “software
ACM skills” “skills” “competence” Priority to sources published
|EEE “knowledge” since 2018 though, on review of
Arxiv “software education” papers, a selection of older
. “programming” “DevOps” papers was also reviewed.
AlS library “computational thinking” “logic”

Figure 6 Sources and search terms

Application domains included aerospace, medicine, automated transport,
bioinformatics, construction, and others.

The papers were sorted by abstracts and titles and a small selection was chosen.
This was further refined based on the reading of the full paper, and further
discussions on what may count as the most useful evidence for the project. A
result summary is provided below in figure 7.

3.3 Presentation of the results

Team members searched the databases independently and then met to discuss
findings and suggest further improvements to searches. As one example, it was
found useful to investigate a small number of older papers to provide historical
perspective on skills that were core and stable elements of software competence.
It was also found that many papers included interesting case studies or examples
of software skills teaching so that was also deemed relevant to include to meet
the wider purpose of the project to improve curriculum and design of software
VET. These papers, although not strictly focused on skills needs, will be useful for
the skills strategy work in Q3 and Q4 of 2021.
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Sources Initially selected papers Selected top papers for analysis
Scopus 7 3
ACM 10 2
IEEE 6 3
Arxiv n 4
AIS library 10 6
Totals 43 20

Figure 7 Results overview

The content of the selected top papers was then analysed by using a template to
assist in identifying the core relevant content. The design was partly inspired by
the structure of the EN 16234-1.2019 “e-Competence Framework (e-CF) - A
common European Framework for ICT Professionals in all sectors - Part 1:
Framework”. The template design is provided in figure 8. Within the academic
literature the discussion of hard skills (technical skills) is nearly always at a more
general level, so this is similar to the profession-related skills discussed in the rest
of the report.

Paper reference name(s), title, outlet, etc.

List any knowledge elements that are mentioned in the paper

Knowledge (as keywords or in short sentences to provide context)

Hard/ profession- List any skills that are mentioned in the paper (as keywords or in
related skills short sentences to provide context)

Soft skills (incl. List behavioural aspects that are mentioned in the paper (as
behavioural skills keywords or in short sentences to provide context)

List roles, function/job titles related to software development

Roles/function that are mentioned in the paper.

Educational Delivery | If the paper discusses specific training / teaching methods or

method(s) tools list them here.
What type of research is used in the paper, e.g,, literature review
Paper type of skills needs, case study of one course/ engagement with
industry
Other remarks e.g., adding context such as domain, research approach

Figure 8 Paper analysis template

The following sections outline the key themes and findings from the selected
papers, based on the analysis. This is done mainly on a concept based approach
(Webster & Watson, 2002) drawing on the analysis done using the paper analysis
template. A more detailed spreadsheet (in annex D) shows the full analysis. As the
focus of the search was to provide useful evidence for policy, a slightly different
approach was taken to the review papers in this report that provided an overview
of software skills demand either through a literature review or other methods.
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These are analysed in table 9 (presented below), with detailed listing of their
contribution given their value in providing a quick “snapshot” for policymakers.

3.4 Literature survey papers

The analysis of the selected literature review/survey papers is provided in figure 9
using the columns that were relevant to these papers. These papers are especially
useful in providing an overall summary of skills, perceived trends in skills, factors
driving those trends, and some proposals to design software education in a better
way so that it can meet these needs. The overview table provided shows that the
focus is still primarily on technical software and programming skills, whilst some
new skKills are required to manage both new ways of developing software (e.g.,
Agile) and new work contexts.

As software becomes more integrated into work practices (e.g., Industry 4.0) and
artefacts (e.g., automated vehicles) people working in software development
must be able to see the broader impact of their work and liaise with a wider range
of people. It is also important to note that three out of five of these papers
specifically recommend the use of externally validated competence/skills or
similar type of framework to address the problem of designing curricula for
software skills.
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Hard/ profession-

Soft Skills (e.g.,

Key recommen-

Knowledge . . Roles .
9 related Skills Behavioural) dations
. In looking at skills the
SE economics, 9 . .. . Y
. must be prioritised into
Mathematical
. ones that are very
foundations, .
. . . important and where
. Engineering Maintenance, ) . .
(Garousi et . . . Configuration there is the largest gap
foundations, SE Requirements, Testing, . .
al., 2019) . manager, Project | between industry and
process, SE Models Development, Design, : .
: manager education (in terms of
and methods, SE quality management :
. . difference between
Professional Practice, . .
. importance for industry and
Computation . o
. attention for itin
foundations -
education).
Software technologies,
processes, and practices
. Kanban that are popular in
Agile, development . .
l?oto't e r‘;'ect ! XP industries should be
p YPe€, proj Scrum, human- included in the teaching
management, Software
. L centred, approach.
Implementation, Usability : : .
Test driven Few considered the impact
and Value Global Software -
. . development, of the practical element of
. Engineering (GSE), . .
(Cico et al,, Prototype the course settings in
and Lean Software Start- L 4
2021) u Lean delivering useful final
P Customer focus products. The proposed
Skills in trends not taught Innovation . mode'ls shogld take care
L Entrepreneurship that simulations provide
yet: biology and . L.
computing. svstem of International focus realistic, stakeholder
< stepms 9.5y (GSE) and ability to participation. Use of
Y work in diverse teams models (e.g., FOSS) and
real-life case studies were
useful.
. Hardware in the loop Context is UML skills
UML (Universal R - .
. . Application Lifecycle needed for the automotive
(Zzabavnik Modelling Language), . .
) Management (ALM) tools Lean industry and skills for the
et al,, 2019) | quality management

ISO standards
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industry. Focus on avoiding
mistakes is key.

Software dev. for car
drive system
knowledge; Software

Process Optimisation;
Project Management
Embedded Systems; Java
Development;

Social behaviour;
personal skills; personal
responsibility; project
leadership;
collaboration;

developer, IT
security specialist,
business and

Job vacancies as well as
literature used to identify

(Foll et al., Infrastructure Web consulting skills; -
dev. for aerospace o . systems analyst, skills demand. e-CF and
2018) . ) . Development; Object problem-solving - - )
industry; Banking & . . > ) service desk SFIA used in curriculum
. Oriented Development; Customer Relations; . .
Insurance industry - . . . | agent, and project | provided.
User Interface; Quality Strategic Management;
knowledge . o . manager
Assurance; Supply Chains; E-Commerce;
Business Intelligence; Innovation
Management;
Internet of Things, data
driven decision making &
suppprt, da.ta—analyt!cs, Communication, Fogu; on mapping
. data integrity, machine : ! individual competence sets.
(Beckett & Knowledge context is . . o Collaboration skills. )
learning, big data, artificial o o The challenge is the
Daberkow, | Industry 4.0 and . . organisational agility, . A
_ . intelligence, smart identification of current and
2019) digital transformation Scrum, human-

Figure 9 Literature survey papers
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3.5 Skills

The selected papers are discussed by focusing on the knowledge, ICT professional
technical skills (hard skills), and soft skills (behavioural skills/attitudes). In the
review of the literature the question of core mathematical skill was also
sometimes discussed, so this has been allocated a separate section. In some
cases, additional papers are cited when they illuminate a particular specialist area.
From a high-level perspective, software education is acknowledged to be both
important and challenging, requiring both fundamental skills and a strong future
focus:

“Education for software engineers should prepare students to stay
current in the face of rapid change. Existing studies report
educational challenges that exceed fundamental skillsets.”

Cico, 2021, p. 1

3.5.1 ICT Profession-related Skills

Based on our findings (see figure 9) there are many emerging new or changing
skill requirements related to the design, development, and potential uses of
software. It should be noted that many of these are not completely new, rather
extensions or developments of existing software development skills or new skills
that are still seen as dependent on core software development skills. Data skills
are becoming increasingly important in terms of accurate modelling and quality
criteria for data quality (Beckett & Daberkow, 2019). Much of what is termed “Al" is
often advanced data analysis software and both the technical and social aspects
of this are needed in software developers.

In terms of more advanced Al (Hoover et al., 2019), machine learning, neural
networks, and the use of Al to support creativity are seen as a growing area,;
although still underpinned by traditional programming skills. Simulation and
modelling skills (Leathrum et al., 2019) are found to be important and also require
more traditional programming skills as a foundation. It includes the ability of
software to act in a trustworthy, dependable, secure, privacy-and-human-rights
preserving, democratic and non-discriminatory way, among others. The
increasingly embedded nature of software, for example 10T or Industry 4.0
(Zabavnik et al., 2019), is also blurring traditional distinctions between hardware
and software and wider skillsets are needed.

Augmented and virtual reality skills are also increasing in importance (Shaba et al,,

2019) as well as more personalised and creative software for the designers and the
creative industries (Hoover et al,, 2019); The detailed technical skills (hard skills)
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required and identified in this report are best reviewed by consulting the relevant
tables in the annexes.

3.5.2 Soft skills

Soft skills are often discussed, most papers at least mention them, but rarely in
any great depth in terms of what exactly these skills may mean for software
developers. In summary, these skills are increasingly needed in terms of being
able to operate in complex teams that are developing the software and in terms
of understanding the wider organisational context in which the software will be
used (insofar as this informs its design). Examples include the necessity to
understand quality and safety as it applies to software (Zabavnik et al., 2019). It is
noted that, in line with most workplaces, software development is becoming
increasingly global and staff will need the skills to work across different cultures in
diverse teams (Cico et al,, 2021). This should be born in mind to avoid an overly
European focus in the ESSA Software Skills Strategy.

Professional practice is normally discussed in terms of communication and
behavioural skills. The role of professional ethics is very rarely mentioned and this
is discussed at length in a recent paper critiquing assumptions regarding industry
relevant education for software developers (Ryan, 2020). This low emphasis on
ethics is surprising as the recent ACM curricula guidelines (Clear et al., 2019)
provide extensive material on integrating professional ethics into computing
education including software development, but it appears to not be directly
translated into teaching practice. It may be covered in related topics such as Al
and Big Data which have clear and publicly acknowledged ethical aspects, but
this should be investigated when looking at supply. In summary, a review of
“demand” for software skills should consider some wider issues than solely the
needs of employers.

3.5.3 Mathematical/logical/critical skills

25% of the top 20 papers discussed, at least to an extent, the importance of critical
thinking. The review papers, in particular (Engelbrecht et al,, 2018; GUnay et al,,
2018) , that discussed the importance of reflection and critical thinking in software
skills, emphasised that experience and evidence showed that this must be taught
in specific contexts which the students are likely to encounter. There was limited
discussion of mathematical skills, with some exceptions such as a mention by
(Garousi et al., 2019), although computational thinking (itself a rather ill-defined
term) was included in some cases (Thorat & Kshirsagar, 2021).

One of the papers discusses the importance of teaching the software
development process in a structured computational thinking process. This is to
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prevent the perceived problem that students often learn the maladaptive
practice, also known as “bad habits” when learning how to develop software, then
tend to retain these throughout their career (Higgins et al.,, 2017). There is also
some discussion on the statistical skills and data skills and how they are
increasingly intrinsically linked to software development (Reinhart & Genovese,
2020). From a business perspective (Stanton & Stanton, 2020) discusses how
business students now need data analytic skills and provides suggestions on how
to teach this effectively. It is reasonable to conclude that data, software
development, business skills, and statistical skills are increasingly perceived to be
more integrated in the workplace and that this should be reflected in educational
provision.

3.5.4 Knowledge

It should be noted that knowledge in terms of software development is rarely
explicitly discussed in any of the academic literature, but it does exist normally as
a background assumption. "Skills" is the commonly used term; "competence" is
used occasionally, and one can deduce that certain knowledge areas will be
needed to support skills and competences. In terms of the knowledge that will be
needed by employers, the emergence of new trends suggests that it is probably
helpful educationally to identify as “useful knowledge” the knowledge “about”
new contexts, for example Industry 4.0, in the workplace. Students need to know
something about these contexts in advance of starting work, this is generally
factual, contextual knowledge as opposed to practical knowledge or hard skills. It
is also not clear if more generic issues such as mathematics, logic, and critical
thinking are perceived as knowledge or skills, although there is preference for
skill-based terminology.

3.6 Roles

The key areas that are influencing software skills are Al, Big Data, Industry 4.0, and
modelling (particularly in research). One predicted trend (Cico et al., 2021) is
biology and computing, as well as system of systems.

Trends give rise to new types of roles and types of employment for software
development. None of the papers reviewed had a big focus on new roles (either in
e-CF terminology of others) in terms of actual job titles, but rather in terms of
changes in existing roles, or in particular, the need for software developers to
undertake multiple roles (Licorish & MacDonell, 2021). Trends can (potentially) be
usefully classified as trends that strongly influence the actual content of software
development (e.g., big data, modelling, Al) and those that provide a new or
substantially changed context in which software developers need to work (e.g,,
Industry 4.0, research, smart agriculture, creative industries). Further thought
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could be given to the usefulness of this distinction in developing a skills strategy.
There are also trends that are further from the traditionally perceived comfort
zone of software developers, particularly the increased use of software in the
creative industries (Jacobs et al.,, 2018) and this may require some different
education approaches. This is also the case with the impact of the increased scale
and reach of software, in that students can no longer be allowed to see the social
or environmental impact of software as not within their responsibility (Ryan,
2020).

3.7 Training/Education

Many of the papers are critical of the current educational offering in software.
Some of the criticisms are possibly contradictory and difficult to address
simultaneously. They identify both weaknesses in general core fundamental
understanding (Higgins et al., 2017) as well as a requirement that any general skill
is taught in a particular context (Engelbrecht et al., 2018; Gunay et al,, 2018). The
lack of industry focus is criticised by many (Cico et al., 2021) as well as one critical
paper arguing there is too much industry focus (Ryan, 2020). This section covers
some of the suggestions from most recent literature review papers on the
different approaches to education they recommend based on their analysis. The
literature reviews are a good source for this, as are a few case studies (Quezada-
Sarmiento et al,, 2018) of particular initiatives. It should also be noted that many
papers recommended the use of an external skills or competence framework in
curriculum planning, so this would appear to have fairly widespread acceptance
as a practice.

One recent literature review (Cico et al., 2021) was particularly detailed in its
recommendations which are detailed below.

“One key finding is that course material and structures tended to
skew away from real-world conditions. To address this issue, we
recommend the following adjustments. First, course designers
should consider integrating SE courses with summer jobs in the
industry. This approach would help students get a taste of the
Agile practices while tackling challenges in a professional setting.
Secondly, SE courses should span two semesters and incorporate
the active participation of industry stakeholders. The roles taken by
these stakeholder participants can encompass anything from
mentors to clients, as already noted by many sources”

Cico, 2021, p.17.
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The summary recommendations from Cico paper (p.17) are provided below.

SE Trend

Difficulties

Solutions

Agile Software
Development

Designing
Mmanageable courses

Introducing adequate
external pressure

Recreating Agile
industry practices

Prepare students
with real-challenges

Integrate course modules
(e.g., SE classes and summer
jobs)

Longer course duration (e.g,,
SE courses spanning over two
semesters)

Active involvement of industry
stakeholders (mentors, clients,
and customers)

Software
Implementation,
Usability and
Value

Emulating industry
software
development
environment in SEE

Integrating practical
knowledge with theory
through open lab spaces (cf.
studio-based learning)

Active involvement of industry
stakeholders (mentors, clients,
and customers)

Lean Software
Startup

Fostering innovation
mindset within SEE

Adopting innovative
technologies and
tools

Include external activities into
courses (e.g., Hackathon,
Bootcamp, and Software
Workshops)

Active involvement of industry
stakeholders (mentors, clients,
and customers)

Global Software
Engineering

Adopting
collaborative
development

Tackling cultural
differences, tool
choice, technical
difficulties, and time
zone differences

Frameworks of collaboration
among Universities

Active involvement of industry
stakeholders (mentors, clients,
and customers)

System of
Systems

Coordination and
technical set up of
the course

Partnership with enterprises
from the software industry

Figure 10 Table 1 Summary recommendations from Cico "Difficulties and solutions in the adoption

of SE Trends within SEE."
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Further recommendations from (Cico et al., 2021) include:

Explore emerging SE Trends, such as Lean Software Start-ups, GSE, and
potential industry trends for the coming decade. We encourage educators
to put challenges specific to the classroom setting in perspective with
software industry challenges.

Provide courses that have more realistic SE settings. Problem Based
Learning has a role.

Foster the collaboration of industry-education joint activities within the SE
courses.

It is observed that “Agile” is taught a lot, perhaps because it seems easy to teach,
but there is evidence it is not taught with enough rigour or connection to real-life
product development. This should also be noted when reviewing the gap
between supply of education and demand as it appears that a large number of
Agile modules in curricula are not necessarily an evidence that it is meeting
demand.

There is limited critical discussion around the relative role of industry and
education/the state in educating software developers. An exception is an
interesting discussion by a very experienced software educator (Ryan, 2020) who
notes that industry needs, employee needs and society’'s needs maybe in conflict
in some cases, and students should be aware of this. Whistle blowing, for
example, is not what most employers want, but students should be made aware
of its potential role to halt unethical behaviour.

“It Is concluded that software engineering education must go
beyond industry needs and include topics and values that industry
may not even want us to teach”

Ryan, 2020, p.1.

This should be born in mind for the strategy document as software education
should also respond to the needs of wider society not just the needs of specific
employers. There are many resources available on teaching computing ethics
(Bullock et al., 2021; Clear et al., 2019) and some focused work on ones particularly
relevant to VET software education could be included.

3.8 Summary of the findings

There is broad and fairly well-established understanding in the literature of the
key software trends and how they may shape industry and society. In terms of
improving our understanding of the current and future skills needs in the
software industry, the academic literature is most informative in terms of
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proposing models to ensure processes and frameworks are in place to facilitate
meaningful communication and cooperation between the various stakeholders
(including, not exhaustively, industry, the public sector, citizens, students. The

most important findings are:

Use external frameworks to guide curriculum

Do not lose sight of fundamental skills

Check that industry and practical engagement are “true to life”

Recommendation

Cico et
al, 2021

Zabavnik
et al,, 2019

Garousi et
al., 2019

Beckett &
Daberkow,
2019

Foll et
al., 2018

Use frameworks

GClobal approach

Verify use of
practical projects

Fundamental skills

Soft / team skills

Figure 11 The key findings of the key papers
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4 Demand study

The first goal of this Needs Analysis is to gain insight on the current demand for
software roles and skills in the member states of the European Union.

4.1 Labour market reports and databases

General and more specific labour market reports were studied to gain insight in
the current ICT labour market. This was done on a European (and world) level, as
well as on a local (national) level.

Besides this, databases on labour markets were also analysed, both on European
and national levels.

4.1.1 Methods

Reports and databases were selected that provide information on the ICT labour
market and more specific software roles on a national level and published since
2018. Also, European reports and databases were selected to collect the same
information at this level.

Information sources could include relevant government departments, national
bodies specialising in skill development, or established ICT or software
professional associations, larger IT consultancy firms, Trade Unions, national
statistical institutes, chambers of commerce and specialised labour market
intelligence organisations.

Types of reports sought were government policy documents or professional
bodies reports (commissioned research “state of the art” reviews regarding
software trends and skills).

“Reports” could be viewed broadly: every written formal document on the
(national ICT) labour market could be classified as a report. This included also
documents like white papers etc. but excluded news items or blogs. Also, every
source with numbers that could be queried could be classified as a database, but
the data collection of these numbers had to be done in a professional way.

Also, databases were studied as labour market reports are often reporting on a
more general level, while databases contain more detailed information on more
specific roles and even skills. Relevant databases are provided and maintained by
a national statistics office or another government agency, or a private institute
depending on national context.
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The data gathered focused on ICT professional role profiles, skills, and
competences. But also the number of jobs needed for a certain role, as well as the
preferred entry levels for a job. National and European databases were studied.
National databases provide in general more details, while on European level the
differences between countries and regions become clear.

4.1.2 European labour market reports and databases

Most labour market reports, and the information extracted from databases,
provide information on the level of the overall ICT sector. Although software
professionals are only a subset of this sector, this more general information is also
relevant for software professionals since there is no indication that the trends will
be different. It could even be argued that trends like shortages in professionals are
more prominent in the case of software professionals. For example Michael Page
(2021) concludes that software engineer and developer is the profession wanted in
most countries in Europe, based on a list that has been compiled sourced from
official occupation shortage lists published by national governments. It is leading
the list of all possible occupations and is way ahead of other ICT related jobs.

4.1.2.1 |ICT specialists in Europe

The broader context of this project is a fast-growing ICT-sector in general.
Eurostat (2020) reports that in the last decade the proportion of ICT specialists in
the total employment in the EU has risen from 3.0% in 2011 to 4.3% in 2020. The
number of ICT specialists in the EU rose by 50% in this last decade from around 5.5
million in 2011 to almost 8.5 million in 2020. There are of course differences
between the member states.
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Figure 12 Proportion of ICT specialists in total employment (percentage), 2019

The lead group of countries have at least 5% of their labour force working as ICT
specialist. These are Finland, Sweden, Estonia, Luxembourg, the Netherlands,
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Ireland, Denmark, and Belgium. The EU countries lagging behind the most are
Romania (2.4%) and Greece (2.0%). This is not specific to these countries, but to
this area in Europe, because also non-member states like Turkey, North
Macedonia, Montenegro, and Serbia have percentages below 3%, and the
member states Bulgaria and Cyprus are only just above 3%.

In absolute numbers, Germany has by far the most ICT specialists: around 1.9
million which is 23.1% of the total amount of ICT specialists in the EU. Other large
countries follow with France having 1.2 million ICT specialists (14.5% of total EU)
and ltaly having 0.8 million (9.8%).

The countries at the lower end in terms of the percentage of their labour force in
ICT are on the other hand at the higher end when looking at the percentage of
women working as ICT specialist. The only member states that have a share of
more than 25% women in ICT specialist roles are Bulgaria (28.2%), Greece (26.5%)
and Romania (26.2%). In this Eurostat statistic the countries lagging behind are
Hungary, Malta and Czechia, with little more than 10% of women. The overall EU
share of women hardly changed in the last decade from 17% in 2011 to 18.5% in
2020. A growth of only 1.5 percentage points. During this period three countries
showed more than a seven-percentage point growth in women: Greece,
Luxembourg, and Austria.

4.1.2.2 Shortage in ICT professionals

Despite the strong growth of the sector, Eurostat (2020) still also reports a
shortage of ICT professionals, or at least that some organisations have difficulty
filling vacancies. They report that in 2019, 9% of all organisations were looking for
ICT specialists and that 5% of all organisations stated that it was hard if not
possible to fill those vacancies. So more than half of the organisations that tried to
recruit had hard-to-fill vacancies.

It becomes even more problematic when looking at the size of the organisations
that require ICT professionals. It shows that especially large organisations
encounter problems filling vacancies. 46% of all large organisations in the EU were
looking for ICT specialists and 30% of all large companies reported problems with
filling vacancies. That means that 70% of large companies when searching for ICT
professionals had trouble finding them. Small (6%) and medium (18%) companies
are scouting a lot less for new ICT professionals, but they also encounter problems
filling vacancies. In more than half of the cases they have hard-to-fill vacancies if
they are looking for ICT professionals.

This trend is even more visible focusing only on organisations in the ICT sector
and an even further focus on the sub sector “Computer programming,
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consultancy and related activities, information services”. Looking at all
organisations of more than ten people recruiting ICT specialists in 2015, 38%
reported hard to fill vacancies, which rose to 55% in 2020. Looking at the ICT-
sector it rose from 56% to 73%, and the programming and consultancy sub sector
rose from 59% to also 73%.

In 2020 Eurostat asked organisations about the reasons vacancies were hard to
fill. The lack of enough people applying was the main reason with over 80% of the
cases in the programming and consultancy sub sector, almost 80% in the ICT-
sector and 75% in all organisations looking for ICT specialists. The lack of relevant
ICT qualifications from education and/or training is mentioned as the second
most important reason with almost 70% of all organisations. Lack of relevant
working experience and too high salary expectations of the applicants are also
given as a reason in about two thirds of the cases.

Lack of applications
Lack of relevant ICT qualifications
Lack of relevant work experience

Salary expectations too high
Programming, consultancy, services ICT-sector All arganisations

Figure 13 Reason hard to fill vacancies, 2020

The World Economic Forum (2020) listed 20 job roles that will increase in demand
in the next five years. Almost all jobs on that list are ICT related, with a top ten
position for developers, so it does not look like the demand will decrease in the
coming years.

4.1.2.3 Education and training

Most labour market reports and databases don't focus on details of education and
training, but there is information about the educational attainment level people
should have acquired as a prerequisite for a position as an ICT specialist.

The levels are divided into two categories: levels 0-4 and levels 5-8. The non-
tertiary category in this case will mostly be level 4 with some level 3 given the
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nature of the professional field. The trend is clear that more and more ICT jobs
require tertiary education increasing from 55% in 2011 to almost 64% in 2020.

100%
80%
60%
40%
20%

0%
2011 2015 2020

Tertiary education (levels 5-8)

Less than primary, primary, secondary and post-secondary non-tertiary
education (levels 0-4)

Figure 14 Trend in EU of ICT specialists’ educational attainment level, 2020

This EU average is lowered by the fact that two of the three countries with the
most ICT specialists, Germany and especially Italy, have a lot of non-tertiary
educated people working as an ICT specialist. In Italy less than 40% of ICT
specialists have a tertiary education and in Germany this percentage is only 50%.
This is a significant contrast to countries like Lithuania, Ireland, Spain, Cyprus, and
France, which all have over 80% tertiary educated ICT specialists.
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60%
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EU
Lithuania
Ireland
Spain
Cyprus
France
Belgium
Luxembourg
Romania
Bulgaria
Poland
Greece
Finland
Latvia
Slovakia
Hungary
Slovenia
Netherlands
Portugal
Austria
Estonia
Sweden
Malta
Croatia
Denmark
Czechia
Germany
Italy

Non-tertiary Tertiary

Figure 15 ICT specialists by education attainment level (percentage), 2020

This could be explained by the fact that in Italy there are upper secondary schools
that lead to an Informatics degree: Technical Institutes with a specialisation, and
Informatics and Economic Institutes with a specialisation on Business Information
Systems. For Germany, the explanation could be the dual education system, that
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combines apprenticeships in a company with vocational education. Having said
this, the fact remains that the educational level of ICT professionals in Germany
and ltaly are on average lower than in other countries.

The Future of Jobs report of the World Economic Forum (2020) stated that due to
the COVID-19 pandemic 42% of organisations are planning to accelerate the
digitalisation of upskilling/reskilling (e.g., by using education technology
providers) and 35% of organisations are planning to accelerate the
implementation of upskilling/reskilling programmes. These are the fourth and
fifth largest impacts of COVID-19 according to organisations only to be topped by
other impacts that also involve ICT (accelerate the digitalisation of work processes,
provide opportunities to work remotely and accelerate the automation of tasks).

4.1.3 National labour market reports and databases

The national labour market reports were mostly in local languages. The key results
and relevant data from those reports were translated and collected in excel.
Collected and analysed are 63 national labour market reports and 14 national
labour market databases from 14 countries. See annexes G and H for an overview
of the reports and the databases.

Senior software developers' positions are in most demand.
It is expected that 24,400 software development and high-
level IT administration and analytical positions are needed
by 2027. Currently, the number of open positions in Estonia
remains over 10,000. The rate of job vacancies was highest
in information and communication (3.7%). According to a
labour needs survey conducted by the Estonian
- Unemployment Insurance Fund (EUIF) the Estonian labour
market will be most in need of programmers among some
jobs in other sectors in the coming years.
Furthermore, a large labour shortage is indicated when it
comes to software developers. The current workforce lacks
sufficient qualifications. In addition to software developers
there is also a need for systems admins and web designers.
To tackle this the Estonian Government has started a
project called “Choose IT” in 2020. The training is free, and
by the end of it most students were offered a job at the
company they did an internship with.

Estonia

In their report “Future jobs Ireland 2019”, the Irish
government acknowledges that for businesses and
economy to succeed managers and workers must have up-
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Ireland to-date skills and continue to train and develop throughout
their careers. This can be achieved by accessible upskilling
options and relevant and up-to-date courses offered by
education and training providers.

In the ICT Skills Action Plan, a joint initiative in which the
Irish government, the higher and further education and
training sector and industry are working together to meet
Ireland’s high-level ICT skill needs for the future; new
reskilling pathways are developed, ICT apprenticeships are
stimulated, and the expansion of the Skillnet Ireland
networks. Besides this there will be a continuing
requirement to ensure the attraction of international
talent.

The Dutch Employee Insurance Agency (UWV) mentions in
their “factsheet labour market” a still growing shortage of
labour, especially at the higher and scientific professional
levels. This is especially true for software developers in
specific programming languages or applications, database
administrators and analysis and security specialists.
Suggested solutions to solve this personnel shortage
include: intensified recruitment of personnel (head-
hunters, social media etc.), retraining of job seekers,
) deployment of students, traineeships, parttime work,

deployment of post-secondary, non-tertiary professionals in
] jobs at bachelor level, deployment of senior ICTers (> 10
years' experience) and recruitment of personnel outside
the Netherlands (Eastern Europe, Spain, Portugal; but also,
outside Europe).

The Netherlands

Demand for ICT personnel that masters several disciplines
in the process increases, as well as the popularity of the full-
stack developer. The largest portion of all ICT personnel is
active in software and application development.
Forecasting needs until 2024: Software and application
developers: 20.300; Database and network specialists: 5.100;
ICT Support: 3.800. The same trend is seen in Germany.

A growing personnel shortage for IT specialists is
- recognised, reported by over 850 directors and (personnel)
managers in companies across all sectors. 70% of them

report a shortage. 60% expect this to grow. The most
wanted roles are programmers and IT administrators.

Germany
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Italy

France

Slovenia

Hungary

Poland

From a large research study of job vacancies “Osservatorio
delle competenze digitali” done by AICA, Anitec-Assinform,
Assintel, Assinter Italia, and AgID, it appears that again
developers are the most sought-after. However, the second
and third most sought positions after developers (almost
49,000 vacancies) are those of digital consultant (more
than 12,000 vacancies) and digital media specialist (almost
7,000 vacancies). 4,500 vacancies are related to new types
of professionals, related to Al, big data, blockchain, cloud,
loT, mobile and robotics.

The developer is currently the most popular role in the ICT
sector. LesJeudis, an IT and digital marketing labour
market research company reports that in the coming years
the following roles will be most in demand: full stack
developer, video games developer, front end developer,
data scientist, Al specialist, security specialist, DevOps
specialist, IT architect, IT project manager, and mobile
developer.

The number of companies that employ ICT professionals is
2,686. In 2020, 1084 companies tried to hire ICT
professionals, of which 752 faced difficulties in recruiting
ICT professionals. While employers expect an average
growth of overall employment of 1,3%, for the ICT sector this
is 3,3 %.

In an extensive Hungarian research and analysis of labour
market needs for IT qualifications and competences
(GINOP; “Program your future!” project) it was found that
12,000 people would be employed by IT and non-IT
companies in the role of developer/software engineer in
Hungary in the next 2 years.

Based on an analysis of 6989 unique job offers in the first
half of 2020 in Poland, the vast majority of job offers were
targeted towards mid (46%) and senior (also 46%) levels of
experience. Job offers for juniors comprised only 8% of
offers overall. Decreases were noticeable for backend and
other top categories: frontend, mobile, DevOps. There was,
however, an increase in job offers targeted to full-stack
programmers and testers. Interestingly, the decrease in the
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number of job offers in the backend category was
correlated with the increase in the full-stack category -
specialists in this area have more skills and knowledge, as
they know both backend and frontend technologies. 38%
of hiring managers in Poland state that full-stack
specialists are top priority and it is the first role to fill in IT.
Knowing JavaScript remains the most important
requirement (33% of job vacancies) it appeared in every
third offer), just before Java and Git (every fourth offer).

In Malta, most job opportunities, around 26%, will be for

. professionals (high level occupations in science,

o engineering healthcare, business, and teaching), followed
. by service and sales workers with 20%. From 2021-2030, the

expected employment growth in computer programming

Malta and information services is 2.6%. This is much higher than

the EU average of 1,5% expected employment growth. It is

also number 1in the top ten occupations of employment.

Greece still has the lowest proportion of ICT specialists (1.4
%) in the EU, but the share of ICT specialists has been
relatively steady over the last few years. With Greece
continuing to suffer from a brain drain, addressing the
= shortage of ICT specialists. According to estimations, the
F— use of ICT is needed in more than 90 % of workplaces. It is
recognized there is a need to reconfigure the educational
Greece and vocational training system closer to the needs of the
economy, to expand on the job training programmes and

provide incentives to firms to increase training of their
employees.

According to the findings of the Digital Economy and
Society Index report, only half of the Cypriot population

possesses at least basic digital skills. At the same time
‘ Cyprus has the lowest share of Science, Technology,
Engineering and Math (STEM) graduates among all EU

countries. The country also has a low share of ICT specialists
Cyprus in the workforce compared to the EU average. From 2021-

2030, the expected employment growth in computer
programming and information services is 3.7%.
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4.1.3.1 Main findings

It was often specified in different reports that the importance of soft skills is
increasing. Furthermore, the number of difficulties faced in recruiting ICT

professionals is increasing: a gap between supply and demand was mentioned
several times.

In some countries, the IT industry is one of the top three attractive industries (in
terms of salary levels, stability, security) (e.g., Romania). Other countries are
dealing with “brain drain”; potential candidates go abroad to find a job in IT,
because of better conditions. Some countries are strategically investing in
methods to attract ICT professionals from abroad (e.g., Ireland, Estonia).

In many reports, a lot of data can be found about the importance of cyber
security; there is an increasing need for competences and role profiles in this field.
Most data is focused on developers and the ICT sector in general.

different
training different
programs funds
employer
branding internal
campaigns . company
pag partnerships academies
with

universities

Figure 16 Actions to fill the gap between supply and demand according to national labour reports
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4.2 Job vacancy study

A study of job vacancies was performed to get insight into what software skills are
asked for in the current market. This was done by analysing what skills are
mentioned in job vacancies for software roles. The objective of the job vacancy
study was not to get a complete overview of all software-related job vacancies.
The objective was to find evidence of the skills that are asked for by employers
when looking to hire employees in software-related roles.

4.2.1 Methods

Partners were asked to keep track of their searches by filling in a record with
search terms and filters they used and the amount of total hits using a filter or key
term in the search of job vacancies. This provided a general picture of the amount
of job vacancies that pop up when somebody is looking for a vacancy in a certain
role. A separate record was used to fill in the details of relevant job vacancies.

Filters on websites for job vacancies were used to focus as much as possible on
software-related vacancies. Search terms that were used are for example
“software” and the five selected ICT professional roles names were used (DevOps
expert, developer, digital media specialist, test specialist, solution designer or
related (ESCO) names. A list with possible names was used to select job vacancies
— see annex A for an overview of roles, descriptions and alternative ESCO names.

The job vacancies found fitted in one
of these five roles, but there was also
the possibility to label a job vacancy
as “other” as long as the job vacancy

DEVELOPER, was still about a software role.

283,31% There were 905 job vacancies

analysed in detail of which the
developer role was the most found

SOLUTION
DESIGNER,
TEST  109,12%
SPECIALIST,

98,11%

Figure 17 Overview job vacancies by role profile in

the sample

www.softwareskills.eu

and analysed role, but also the other
roles were present enough in the
sample to analyse the requirements
for these roles adequately. Please
note that this does not say anything
about which role has more or less
vacancies in total. It is just a
description of the sample that is used
in this study.
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Data was collected on the type of skills requested (hard, profession-related and
soft skills), on job titles, levels, years of experience and educational level, and on
company size and company sector.

4.2.2 Details of the sample

The job vacancies study is not focused on providing an overview of all the
available job vacancies at the moment. Therefore, the details of the sample are
only relevant to get an impression of what kind of characteristics the selected
vacancies in the sample have. Collected and analysed were 905 job vacancies
from 20 countries.

4.2.2.1 Job vacancies by company size

The most job vacancies available came from large companies (>250 employees).
Vacancies from medium (<250 employees) and small companies (<50 employees)
each are approximately 50% of the number of vacancies from large companies.
The number of job vacancies between medium and small companies are similar.
Taken together they have approximately the same number of vacancies as large
companies. Micro (<10 employees) have the least vacancies.

An important finding is that whereas large companies and SMEs have the least
vacancies related to digital media specialists, these types of vacancies form the
largest portion (19,3%) from all the vacancies of micro companies.

The test specialist is the most sought-after role by large companies (50%). Directly
followed by the DevOps expert, the solution designer, and the developer, with
each role equating to approximately 40%.

100%
90%
80%
70%
60%
50%
40%
30%
20%
10%

0%

DEVELOPER SOLUTION  TEST SPECIALIST DEVOPS EXPERT DIGITAL MEDIA
DESIGNER SPECIALIST

LARGE MEDIUM MICRO SMALL

Figure 18 Job vacancies by company size (percentage)
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4.2.2.2 Job vacancies by sector

Companies in the programming sector had the highest number of job vacancies
for developers (30,3%), solution designers (24,8%) and DevOps experts (27,2%).
Most job vacancies for test specialists are from other ICT companies (companies
that cannot be classified in one of the other categories) (28,6%). Approximately
50% of all job vacancies comes from companies in programming and other ICT
related activities, except for digital media specialist. Non-ICT SMEs had the
highest number of job vacancies for digital media specialists (22,7%).

In consultancy, the largest number of vacancies is for solution designers (18,3%),
and to a somewhat lesser extent for test specialists (17,3%) and DevOps experts
(16,2%).

Large multinational non-ICT companies have an approximately equal number of
vacancies for all roles (between 13 - 17%). There are almost zero vacancies from
non-ICT governmental organisations and hardly any from web portals (between 1
- 3 %), except for digital media specialists (9,2%).

100%

i B NON ICT GOVERNMENTAL
0% . . . ORGANISATIONS

B MULTINATIONAL NON ICT

80%
COMPANIES
70% NON ICT SME COMPANIES
60% ICT OTHER COMPANIES
50%
CONSULTANCY
40%
20% WEB PORTALS
20% PROGRAMMING
10% DATA PROCESSING, HOSTING
0%

DEVELOPER SOLUTION  TEST SPECIALIST DEVOPS EXPERT DIGITAL MEDIA
DESIGNER SPECIALIST

Figure 19 Job vacancies by sector (percentage)

4.2.2.3 Job vacancies by entry level

The most frequent expected entry level for each profile is the intermediate level.
This is especially true for a digital media specialist, where 50,4% of vacancies
indicate this level. Only 8,4% of digital media specialist vacancies are at the junior
level, which is also the lowest number compared to job vacancies for other roles at
this level.
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Entry at a junior level is most frequent for test specialists (25,5%), directly followed
by developers (21,2%). Entry at senior level is most frequent for solution designers
(26,6%), directly followed by DevOps experts (24,6%).

The percentage of the job vacancies without a clearly specified entry level is quite
high for all vacancies (between 18,5 — 28,3%), which is maybe a bit surprising.
Uncertainty about the entry level is the highest for developers (28,3%).

100%
90%
80%
70%
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40%
30%
20%
10%
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DEVELOPER SOLUTION TEST DEVOPS  DIGITAL MEDIA
DESIGNER SPECIALIST EXPERT SPECIALIST

ENTRY / JUNIOR INTERMEDIATE SENIOR

Figure 20 Job vacancies by entry level (percentage)

4.2.2.4 Job vacancies by required years of experience

The required years of experience are not specified in 40% to 55% of vacancies,
except for solution designer vacancies (only 25,7 % are not specified). The highest
percentage not specified relates to DevOps expert vacancies (55%).

In job vacancies that specify required years of experience, the number of years is
in most cases either less than 3 years or between 3 -5 years. This holds for
approximatively 50% of vacancies expressing this number. Only in approx. 10% of
all vacancies is a higher number of years' experience is required.

Candidates with more than 10 years of experience were the least sought after in
all job vacancies. The highest percentage (2,8%), was found in solution designer
vacancies.

Experience between 6 - 10 years was required in 17,4% of solution designer

vacancies, again the highest number of all job vacancies. These years of
experience are asked for in only approx. 10% of other job vacancies.
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For developers 3 -5 years of experience was the most sought after (26,5%),
followed by solution designers (23,9%). For the other vacancies, these years of
experience were required in 20% of those vacancies.

The highest number of vacancies with less than 3 years of experience, was for
solution designers (30,3%), followed by vacancies for digital media specialists
(25,2%) and test specialists and developers, (both approx. 20%).
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<3 YEARS 3-5YEARS 6- 10 YEARS > 10 YEARS

Figure 21 Job vacancies by required years of experience (percentage)

4.2.2.5 Job vacancies by required educational level

The required educational level is, depending on the role, in 38% to 52% of
vacancies not specified, except for solution designer vacancies (only 22% not
specified). Digital media specialist vacancies (52,1%) have the highest percentage
of not specified required educational level. In general, just under half of all ICT
vacancies advertised do not specify a required educational level for applicants.

For job vacancies that specify a required level, EQF 6 is the most required level for
all vacancies. This holds true for most solution designer job vacancies, of which
72% requires EQF 6. For the other job vacancies appr. 66% requires EQF 6, except
for digital media specialist, 56%.

Candidates with EQF 8 were the least sought after in vacancies. The highest

percentage (3,5%), was found in digital media specialist vacancies that specify
educational level.
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EQF 7 was required in 21% of solution designer vacancies that specify a required
level, which is the highest number of job vacancies requiring EQF 7, followed by
vacancies for test specialists (19,6%).
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Figure 22 Job vacancies by required educational level (percentage)

4.2.3 Hard and profession-related skills

The descriptions in job vacancies are analysed on the keywords that are used.
These are on the one hand programming languages and on the other hand other
words that are dominantly present in the descriptions of the required software-
related skills. The analysis is made for each role separately to establish whether
there are differences between roles.

4.2.3.1 Developer

In job vacancies related to the role of developer, often programming languages
are mentioned. Most mentioned are SQL and Javascript (30% of vacancies), HTML,
GIT, CSS (25%), Java, C#, React (20%), and Python, PHP (10%).

derstanding of object

web services
version control system esign petiem h ml
technical documentation unit testing dOCker t
javascript ="
experience s soﬁwa re development
php linux
framework
Sq | jquery
continuous integration
oriented programming
aws

analytical skills

Figure 23 Hard and profession-related skills for developers
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Words such as "development", "experience" and "design" are often used in longer
phrases, which defined the desired competence more precisely.

4.2.3.2 Solution designer

Job vacancies related to solution designer mention mostly SQL (25%), Microsoft
and cloud (20%), and Javascript, HTML (15%). Also the ability to work with specific
platforms (e.g., Azure (10%), .NET (7%)) was mentioned.

docker

: html .
software solutions p rog rammi ng
server

aws mysql

devops practice
cloud

wois sOftware development
project management

networking

agile methodol
Agllemethodology windows server computer mathematics

Figure 24 Hard and profession-related skills for solution designers

4.2.3.3 Test specialist

Hard skills mentioned most in test specialist vacancies are Selenium (18%), Jira
(16%) and SQL (15%). Also mentioned are Python, Java, REST (11%) and .NET (7%).

The word "testing” and “test" appears most often, which makes sense given the
profile. But also the words “tools” (41%), "automation" (30%), and "security" (15%)
are mentioned.

project management skills

git python
web application software development
jira linux
apitesting  cross portfolio knowledge
sql functional testing

istgb certification

. software quality assurance
test automation framework quality

knowledge of technology test scenario

http protocol test plan cucumber

agile software development

Figure 25 Hard and profession-related skills for test specialists
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4.2.3.4 DevOps expert

In vacancies related to DevOps experts the ability to work with platforms is
required, such as Linux and Docker (30%), Kubernetes and Jenkins (25%) and
Ansible (19%). Python is the language that appears most often here (27%).

Other words that appear frequently in these vacancies are “experience” (54%),
“development” (25%), “CI/CD" and “continuous” (19%) and “management”,
“infrastructure”, and “programming” (16%).

continuous integration
kubernetes puppet

experience agile methods javascript my5q|
java

cloud platform prometheus cloud infrastructure
terraform operating system
php git
ansible

source code management

oriented programming

Figure 26 Hard and profession-related skills for DevOps experts

4.2.3.5 Digital media specialist

For the digital media specialist, the most frequently mentioned hard skills in
vacancies are HTML, JavaScript, CSS and Adobe (30% each). Compared to the
other profiles, HTML, CSS and Javascript appear here more often. Of these four,
CSS and Adobe are typically related only to this specific domain. This holds for
many of the other skills mentioned here as well, like Photoshop, PHP (16%),
[llustrator, and Sketch (13%).

google analytics
seo

Jjavascript framework

php illustrator |
web technology css Java SCri pt graphics design

photoshop sketch html

Figure 27 Hard and profession-related skills for digital media specialists
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Logically, the most common word used is "design" (47%). Most job titles for the
role of Digital media specialist include the word “Designer” (39%), which
corresponds to the frequency of the word "design". Also, terms like "marketing"
(13%), "media" and "optimisation" (10%) appear.

4.2.3.6 Overall

SQL, Javascript, and HTML are in general the hard skills that are the most in-
demand. 15 - 30% of vacancies for all the roles mention one or more of these hard
skills. Python is the most in-demand in relation to DevOps experts (27%).

For solution designers and DevOps experts the ability to work with specific
platforms is considered important. Test specialists have to work with tools for
testing, while digital media specialists have to work with design tools and
applications.

Security is an issue that appears only in vacancies for test specialists (15%), while
continuous integration/ continuous delivery (“CI/CD") and “management” (16%)
are terms only used in relation to DevOps experts and the terms “marketing”
(13%), “media” and “optimisation” (10%) are related uniquely to digital media
experts.

4.2.4 Soft and other required skills

As with hard skills, an analysis has been performed on the text used in job
vacancies to indicate what soft skills are required for the job and what other skills
are explicitly mentioned. Again, a division between role profiles is made to
establish there are differences in required skills depending on the specific
software-related role.

4.2.41 Developer

Being able to work in a team; “teamwork” is mentioned in 40% of developer
related job vacancies, followed by communication skills (27%). Problem solving,
analytical skills, self-management and agile (12%) are other words mentioned in
these vacancies. Independency is also valued in some vacancies (7%). Mastery of
the English language is frequently required (33%).

teamwork
agile

interpersonal skills precision

personal development

communications skills

customer focus

Figure 28 Soft and other skills for developers
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4.2.4.2 Solution designer

Teamwork and communication are both frequently required soft skills (40%).
Besides these also analytical skills and being able to operate independently are
mentioned often (20%). Customer orientation is also valued (13%).

English is the most demanded language (45%).

creativity

ense of responsibility

communications skills

customer focus

human centered techonologies

usability testing

-ﬂ exi bi I ity good interpersonal skills

analytical skills

teamwork problem solving

Figure 29 Soft and other skills for solution designers

4.2.43 Test specialist

Again, commmunication (35%) and teamwork (29%) are both the most frequently
required soft skills. Besides these also analytical skills (26%) and problem-solving
skills (15%) are mentioned often. An agile (14%) and proactive (10%) attitude are
also valued (13%). English is the most demanded language (41%).

teamwork

critical thinking prOblem SOIVlng

quick learners
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aeatvethinking  COMMUNIcations skills

mapping of customer

Figure 30 Soft and other skills for test specialists

4.2.4.4 DevOps expert

Also, in DevOps vacancies communication (28%) and teamwork (33%) are both the
most frequently required soft skills. Besides these also problem-solving skills (14%)
analytical skills (11%) are mentioned often. A responsible (14%), agile (11%) and
independent (8%) attitude are also valued. English is the most demanded
language (31%).
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Figure 31 Soft and other skills for DevOps experts

4.2.4.5 Digital media specialist

Again, teamwork (36%) and communication (27%) are both the most frequently
required soft skills in digital media specialist vacancies. Besides these also
analytical skills and creativity (15%) are mentioned often. Being able to work
independently and problem-solving skills (12%) are also considered important.
Again, English is the most demanded language (32%).
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Figure 32 Soft and other skills for digital media specialists

4.2.4.6 Overall

In all job vacancies, teamwork and communication are the most frequently
required soft skills (between 30 — 40%). Although to a somewhat lesser extent,
other required skills are analytical and problem-solving skills.

Analytical skills are most required for test specialists (26%), followed by solution
designers (20%), and to a lesser extent for digital media specialists (15%),
developers (12%) and DevOps experts (11%).

Problem-solving skills are equally required (12 — 15%) for developers, test
specialists, DevOps experts, and digital media specialists.

The ability to work independently is also mentioned to a certain extent, most
frequently in solution designer vacancies (20%), and in just below 10% of the
vacancies for developers, DevOps experts, and digital media specialists. An
independent attitude is not required for test specialists. Besides independence
(7%), self-management is mentioned in job vacancies of developers (12%).
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The ability to work flexibly in agile environments is important for test specialists
(14%), DevOps experts (11%), developers (12%), and solution designers (9%).
Creative skKills appear mostly in digital media specialist vacancies (15%), while
customer orientation is a specific skill related to solution designers (13%).

In 30 - 40% of all vacancies English is the required language, besides mastery of
the national language.

4.3 Questionnaire

4.3.1 Methods

A gquestionnaire was distributed to organisations with software skills needs to ask
them about their current demand for software roles, competences, and skills.

4.3.1.1 Questionnaire development

The questionnaire was developed based on the project requirements and input
from partners. The first phase was to invite partners to provide questions they
considered relevant in the questionnaire. The first version of the questionnaire
was drafted based on the requirements of the project and this input. This version
was improved based on feedback from the partners. The next version was
implemented in EU Survey and tested by 17 people. The adjustments made based
on this test resulted in the final version. The questionnaire was available for
respondents from May 24 until June 20.

The questionnaire consisted of the following sections: “about your organisation”,

”ou

“software roles”, “software skills”, and “training”.

About your organisation

This section contained general questions about the organisation. It provided
information to analyse whether country, size or sector has influence on the
software roles, software skills and training needs of the organisations.

Software roles

In this section, the five selected ICT professional role profiles were presented with
guestions about the demand for these roles. Also, the organisations were given
the possibility to add roles that are directly in need of software skills.

Software skills

The software skills were divided into hard, profession-related and soft skills. The
hard skills are skills related to the production and maintenance of software. The
profession-related skills are broader skills that software roles need, but are also
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broader skills for the ICT profession, such as security management and ICT project
management. Soft skills are skills that are relevant for software roles but are
relevant as well for all kinds of working environments, such as commmunication
and teamwork.

Training

In the end, the main focus of the project is about the training that is needed to
close the skills gap. The last section of the questionnaire was therefore about the
training needs of the organisation. Respondents were asked for reasons to have
their personnel trained in software roles, if they have a backlog in that and the
reasons for that backlog, about their training strategies and methods, and the
importance of qualifications.

4.3.1.2 Respondents

The population of the questionnaire were organisations that have their own
demand for software skills. These organisations are divided into two main
categories: ICT organisations and other organisations with their own software
skills needs.

The ICT sector division is based on the NACE codes. With relation to organisations
that have thier own need for software skills, NACE J62 (Computer programming,
consultancy, and related activities) and NACE J63 (Data processing, hosting, and
related activities; web portals) organisations were included. It was important that
the main focus of the organisations was in the described area. The non-ICT
organisations with their own software roles and skills needs are divided into SME,
large, and governmental organisations. Annex F shows the list of the type of
organisations.

The companies in the sample could be of all sizes. They were categorised using
the standard EU format:

Micro: less than 10 people working in the organisation
Small: less than 50 people

Medium: less than 250 people

Large: over 250 people

Respondents were approached through several channels. Partners used their
own mailing database and sent out a general invitation. Partners also approached
potential respondents in a more personal way, by email and phone. In ICT
organisations the HR department was approached to source the information. In
other companies outside ICT, the HR department was approached, but also the
head of ICT. Additionally, also open invitations were used, using social media like
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LinkedIn and Facebook. Finally, some partners used organisations like their
national association for ICT to distribute the questionnaire among their members.

The questionnaire has a total of 301 respondents from 21 countries. This comes
down to less than a 6% margin of error on a 95% confidence level, which allows
drawing conclusions with enough certainty given the (in comparison) limited
importance of a questionnaire in a multi-method approach.

4.3.2 General information on respondents

Almost 50% of the responses came from
large organisations (> 250 employees).
Small {<50), Small (< 50) and micro-organisations (<
00 20% 10) each had 20% of responses, and
Large (5250), medium organisations (< 250) had a
e (10, 138, 45% response of 15%. This seems a little bit
58, 19% strange since only 99% of the businesses
e in the EU are SMEs, but it is explainable
(<250, 49, by the fact that it is already established
o that especially large organisations are
searching for software specialists.
Figure 33 Respondents questionnaire by The topic is more important to them
company size than to most SMEs.

Respondents were mainly organisations in the ICT sector (64%). 10% of the
responses came from educational organisations, followed by finance, insurance
and real estate companies (5%) and manufacturing (4%). 9% of responses came
from organisations in the category “other”.

27:9%
7:2%

8: 3% Organisation in the ICT sector.
7;2% Education
12;4% . .
’ Finance, insurance and real
estate
16;5% Manufacturing
Media
29;10% Public administration/ defence

195;65% _ . . . o
= Scientific and technical activities

= Other organisation

Figure 34 Respondents questionnaire by kind of organisation
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Of the organisations in the ICT sector, almost 40% are involved in programming
activities, and 26% are related to consultancy. Web portals/ platforms and data
processing/ hosting each are 10% of responses. 22% of responses came from
organisations in the category involved in “other ICT activities”.

Web portals/

latforms, 17, 9%
b g Consultancy, 51, 26%

Programnollng, Data processing,
71,36% hosting etc, 14, 7%

Other ICT activities,
42,22%

Figure 35 Respondents questionnaire by kind of ICT organisation
4.3.3 Professional roles

The main question about the professional roles is what organisations expect that
the need for extra people in certain roles will be. The options are that
organisations don't have need for extra people in the role or that they have need
at the moment and/or expect to have a need in the next five years. This is
regardless of whether they already have people working in that role. Respondents
could select multiple options, so they could indicate they have a need now and
also expect to have a need in the future.

60%
50%
40%
30%
20%
10%

0%

Developer Tester Solution DevOps Digital media  Technical
designer expert specialist specialist
No need for extra people Now need for extra people

Future need for extra people

Figure 36 Need for extra people in role profiles

Almost 60% of all respondents are looking for extra developers at the moment.
This is the highest percentage, in comparison to the demand for other roles.
Somewhat more than a third (between 30-40%) of the organisations is looking for
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people in other roles like tester and DevOps specialist. Only the role of digital
media specialist is lagging behind with only around 20% of the organisations
looking to hire people.

The same trend is visible when looking at the prediction for the need in the next
five years. 45% of the organisations will need extra developers and around a third
of organisations will need extra people in the other roles. Again, digital media
specialists are lagging behind with less than 30% expected need.

It is also very relevant from an education and training perspective whether
organisations are planning to hire people that already possess the right skills for
the role or that they will train their own personnel. Respondents could select
multiple options. The overall picture is that for all roles both hiring with the right
skills and training their own personnel are more or less equally important. Only for
the developer role is hiring substantial more important than training their own
personnel.
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35%
30%
25%
20%
15%
10%

5%

0%

Developer Tester Solution DevOps Digital media  Technical
designer expert specialist specialist
Hire people with right skills Train own personnel right skills

Figure 37 How do organisations fill roles (hire and/or train)?

4.3.4 Competences and sKkills

The next focus is on the specific skKills that people in software-related roles need to
perform their role. This is divided into hard skills, other profession-related skills
and more general soft skills.

4.3.4.1 Hard skills

The most needed kind of hard skill are programming skills which can be
explained by the fact that developers are most needed and also in other roles
programming skills can be relevant. It is striking that the relatively new group of
skills, algorithm skills, emerges second. There is little need on the other hand for
design skills which is in line with little need for the design role.
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Figure 38 Need for hard skills

A more detailed look at the programming languages needed by the respondents
reveals that the most well-known languages are also needed the most. Java,
Javascript and HTML are most needed followed by Python and languages from
the C-family. The respondents didn’t indicate much need for the other
programming languages. Also, in the open field “other” respondents did not
indicate a language that stands out with only a few languages with more than
one mention like for example Delphi (4 times) and Dart/Flutter (3).
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Figure 39 Need for programming languages

4.3.4.2 Profession-related skills

The responses on the profession-related skills indicate that there is a need for
these kinds of skills for people in software-related roles, but only to a certain
extent and with no clearly more important skill(s). The most important skills are
security management, project management, software development lifecycle skills
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and data science and analytics skills. Sustainability management on the other
hand is considered to be the least needed skill for people in software-related roles.

Sustainability management !
Requirements management |
Needs identification
Security management
Al/ML skills
Datascience
Problem management
Document production
Component integration
Project management
Software lifecycle
Operating systems
Test management
Networking basics

No need Someneed Substantialneed Lot of need

Figure 40 Need for profession-related skills

4.3.4.3 Soft skills

The need for the more transversal soft skills is higher than for the profession-related
skills. Important skills relating to the person themselves are problem solving and
critical thinking. Self-management is also considered to be an important skill. Skills
relating to working with others, teamwork, and communication, are also very
important according to the respondents. Leadership skills are the least important
soft skill for people in software-related roles.

Accountability
Leadership

Self management
Independent working
Ethical behavior

Creativity

Problemn solving
Critical thinking
Teamwork

I
I
I |
I |
Communication ! !

Mo need Some need  Substantial need Lot of need

Figure 41 Need for soft skills
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4.3.5 Training

Over 75% of the organisations indicated that there is a need for training personnel
in software roles. When asked about the reasons for this need, nearly four-fifths of
these organizations indicated that new technological developments ask for new
skills. This is almost twice as much as the second reason being that new business
processes require new skills. This means that the biggest drivers for training of
existing personnel are new developments in technology and business.

They don’t have the right skills when starting the job
The organisation is switching infrastructure (e.g....

New business processes require new skills

New (technological) developments ask for new skills

Clients (internal and/or external) ask for specific skills

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%

Figure 42 Reasons for having to train people

40% of the organisations with training needs state that they have a backlog in
that training. The reasons for that are in most cases time related. 71% of the
respondents indicate that the people in software roles don't have time for training
and 45% of the organisations don't have time to organise it. According to a third of
the organisations the costs of training are too high and the same number of
organisations don't have people available to train personnel. The availability of
external training is only considered an issue by 9% of the respondents.

Training is too expensive

There is no (external) training available for the required...
The people in software roles don’t have time for training
The people in software roles are resisting training
The organisation doesn’t have time to organise training

The organisation doesn’t have people to train them

0% 10% 20% 30% 40% 50% 60% 70% 80%

Figure 43 Reasons for backlog in training
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4.4 Expert groups

Expert groups were used to gain insights into the future situation of the demand
for software roles, skills and the provision of those. Experts discussed possible
future scenarios on these topics. This was done in a synchronous way during
online meetings. The intention was to come to a consensus, but it is also possible
that the outcome would consist of two or more scenarios. The principle that the
Needs Analysis provides input for a European Skills Strategy leads to the fact that
the expert groups should also be situated on a European level. The expert groups
were therefore conducted on two levels: zone level and European level.

4.41 Methods

Partners from the consortium were asked to organise and coordinate an expert
group meeting. These groups are composed of experts from partners’ own
country and preferably also from other countries in their zone. Contributors from
the same country were asked to cooperate to organise an expert meeting. The
meetings were online meetings of around 2 to 3 hours with 6 to 12 experts.
Meetings were split in two meetings if there were more than 12 experts.

If not all views could be exchanged in one meeting of an expert group, a second
meeting could be organised in which the results of the first meeting were
discussed.

The expert groups were a relatively open questioning of experts. In this way, the

experts got the opportunity to communicate their expectations regarding future
demand and discuss this amongst each other. The moderator(s) steered it in the
right direction by posing open questions related to the future of software needs.

The agenda of each expert meeting contained at least the following items:
1. Opening and introduction of the participants
2. Short introduction of the project
3. Discussion on future demand of software roles, skills and training
4., Follow up and close

Each expert group session was reported, in a uniform way by using the same
format. The format contained the following entry fields:

Information on the session/organiser (country, date, location)

Information on participants (role, organisation)

Outcomes on the demand for software roles in the next five years
Outcomes on the skills needs (hard, profession-related and soft) in the next
five years
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Outcomes on the training needs in the next five years
Other outcomes

The sessions held were open discussions with some guidance so that at least the
elements roles, skills and training were covered. The discussion was divided in
three questions:

Discussion question 1:

o What will the demand for software roles (like for example
developers) be in the next five years?

o This is about whether experts expect there will be a growth or
shrinkage in demand for those roles and what for example they
think will be the number of vacancies that will need to be filled. It is
also about whether some roles will become less or more dependent
on software skKills.

Discussion question 2:

o What skills will be important in those roles in the next five years?

o Thisis about hard skills like specific programming languages, but
also about soft skills and general ICT skills that experts think will be
important to fulfil software roles in the coming years.

Discussion question 3:

o What is the need for training in the next five years?

o This is about what experts think about training needs. Can current
software people be upskilled for the new roles/ skills or is there a big
need for reskilling people from other professions or will training
young people for their first job be sufficient? It is also about whether
they think that companies will arrange more or less training
themselves than now or will the demand for external training
increase in the coming years.

4.4.11 Selection criteria for experts

Experts invited to the expert groups should have a good insight into future
developments. Experts can come from the occupational field as well as from the
research field.

Experts coming from the occupational field should have insights in labour market
developments in software roles and skills. Their focus and expertise can be on
Human Resources with specific knowledge on the future developments in
software roles and skills. Their focus and expertise can also be on future
developments in the ICT sector with specific knowledge on how this translates
into the need for software roles and skills.
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Typical candidates are:

Heads of HR departments of ICT companies (responsible for the staffing
strategy)

Managers of employment agencies or recruitment agencies specialising in
ICT

ClOs of large companies (responsible for ICT strategy and sourcing)

Experts can also have a more research-oriented background. An expert can for
example be an academic in labour market intelligence in the field of ICT or an
academic in new technologies and their effect on the labour market. Also,
trendwatchers on labour market developments can become an expert. In any
case experts need to have expertise in labour market developments and not (only)
on technological developments, trends, and hypes.

4.4.1.2 Expert groups in the long run

One of the deliverables of WP2 is an Annual Skills Strategy Review. The ESSA
European expert group will play a role in this structural review process and
partners were invited to establish a national expert group with the same goal.
Also, it is very well possible that the European expert group and national expert
groups are invited to provide their views on deliverables in this project, like for
example the curricula that will be an output of WP3. The intention is to keep this
structure also after the formal ending of the project.

4.4.2 National expert groups

In total, 10 national expert groups were conducted, in which 118 experts discussed
the relevant research questions of this study. The expert group sessions took place
in 9 countries: Estonia, France, Germany, Hungary, Ireland, Italy, the Netherlands,
Slovenia and Poland.

In addition to this, in the Netherlands a series of interviews was also conducted
with selected experts besides two sessions with expert groups.

Also 2 in-depth interviews were conducted, one with a senior professor in software
engineering at a large university in Canada and another one with the Irish
governmental task force on Future Skills.

4.4.2.1 Roles

Growth in demand for software roles was recognised. Experts agree that there will
be increased demand for software developers that also understand the business
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and the customer (DevOps approach), therefore they need knowledge of the
industries for which they are developing.

In all partner countries similar software roles were indicated, most of them already
covered by the role profiles relevant in this research. However, experts suggested
some additional or new roles, for example roles in the field of human-computer
interaction, roles in the field of cybersecurity, VR/AR/XR roles and behavioural
scientist roles. In some expert groups a growing demand for developers
specialised in certain sectors was stressed, such as fintech, biotech, pharmtech,
and medtech. In every role one will have to understand the basics of
programming and the logic behind it.

Hungary

Estonia

France

Experts identified that the most in-demand roles will be
the full stack developer role, DevOps/cloud engineer role,
loT expert, Coder and Business Analyst, and roles in the
field of industry automation and IT security. They expect
the demand for data/information research experts will be
low, and for data engineers to be medium.

Experts expect no roles are likely to disappear in terms of
software development. They expect a greater need for Ul
and UX designers, |oT and Al professionals, Big data
analysts, and software licensing specialists.

Experts indicated a growth in demand for all the 6 principal
software roles identified — Solution Designer (100%),
Developer (100%), Technical Specialist (50%), Test Specialist
(33%), Digital Media Specialist (33%) and DevOps Expert
(16%). The demand for DevOps being stationary, they
expect an increasing demand for DevSecOps, FinOps and
Tech Leads. There is already a critical shortage for Solution
Designers and Solution Architects. They stress the need for
different types of developers (Al interface, AR/VR/XR, 10T, Ul,
UX, and HMI developers, Full Stack developers, back end
and front-end developers). Besides, there is an increasing
need of developers that know business fields like
biotech/lifescience, e-mobility software developers, etc.
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Germany

Ireland

The Netherlands

Poland

Slovenia

An increasing demand is expected for various software-
related roles. Apart from a continuous demand for
specialists with concrete software skills, more and more
staff with more general skillsets is expected, with hard skills
as well as transferable skills required in collaborative work.

The largest perceived demand is for skillsets in the Data
Analytics/Data Science arena. Most experts indicated that
Software Development is critical and that individuals need
a hybrid of software development skills rather than just an
expertise in a specific language. There will be a fusion of
technologies so the ability to move comfortably between Al
and Blockchain but be cognisant of cybersecurity and
cloud infrastructure to deliver the technologies will be the
key. A minority of experts indicated that eCommerce,
DevOps, and Cybersecurity are needed now.

Experts expect an increasing demand in number and
diversity of roles related to software development. Roles
related to security, ethics, and sustainability are also on
their list. Again, understanding of the business and of the
customer (DevOps approach) is stressed. Software
developers need knowledge of the industries they have to
develop for.

The employment of software developers, quality assurance
analysts, and testers is projected to grow 22 percent from
2019 to 2029. Much faster than the average for all
occupations. In the next 5 years an increased demand for
junior/mid LabVIEW developers and junior Python/C/C++
developers is forecasted. Based on the expert group
findings an increase in demand for all kinds of technicians
and specialists in the broad area of information technology
- both on the software side and on the hardware side will
be required.

Experts highlighted the increase in demand for the
following profiles among others: DevOps Experts, cyber
security specialists, and test specialists, esp. higher-level
testing. Roles in the fields of cybersecurity, and multimedia
solution development will become important. The demand
for different types of developers will increase (AR/VR/XR
developer, unity developer, Ui Developer, UX, HMI
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developer, embedded and loT SW developer), and in
specific sectors, such as software developers in the field of
medicine, nano-sciences, and pharmacology.

ICT needs are as follows: 30% of organizations anticipate up
to 49% growth in needs in 5 years, 45% of organizations
anticipate up to 100% growth in needs, and 10% anticipate
more than 100% growth. And in non-IT organizations needs
are as follows: 35% of organizations anticipate up to 49%
increase in needs in 5 years, 38% of organizations anticipate
up to 100% growth in needs, 5% more than 100%.

4.4.2.2 Skills

Expert groups highlighted the need to move from “I"-shaped specialists (like
software developers or security practitioners) to "T-shaped" (like Site Reliability
Engineers and Test-Driven Developers) and "lI-shaped" professionals, who have a
wide breadth of knowledge in other related practice areas such as testing in
addition to having the depth of knowledge in an area of expertise, and also
knowledge in other scientific fields (e.g., humanities, management, mechanical
engineering, etc.). Hence, the key is multidisciplinary skillsets. Considerable
emphasis is placed on multidisciplinary cooperation. Therefore, social scientists
also need to learn the terminology of the field of software engineering and vice
versa to facilitate communication and understanding, and foster cooperation.
More open collaborative skills set, for example to embrace open source and inner
source technologies will become more prevalent as companies seek to co-create.

With the unfolding “Green Agenda” the concept of “sustainable software” will
become more prevalent. This will focus on “smart” coding to minimise the energy
consumption to deliver services and solutions underpinned by technology. This
topic was raised in several national expert groups. In addition, governance, risk,
compliance, and standards will all become the norm rather than the exception.
All the above points to demand for highly developed technical and transversal
skills that enable an individual in software roles to be successful. Both hard and
soft skills need to be equally valued.

Experts have provided a rich list of hard/technical skills needed, focusing on
increasing complexity on large scale, safety and security, ethics in the software
field, connection to industry, focusing on users and customers, and technology.
However, the understanding of business, complex organisations and business
needs were also emphasized. Also, leadership skills and other soft skills (cognitive
skills, entrepreneurial skills, cormmunication, cooperation, self-directing,
motivation, lifelong learning, etc.) are crucial for software roles.
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The majority of experts emphasized the importance of soft skills in general, and
particularly creative and analytical thinking, utilising empathy, storytelling, real-
life scenarios to understand the purpose of a solution and better solve complex
problems. Only through understanding the purpose of the product can one build
a good solution.

Equally important for software teams will be their ability to “sell” the solution
concept internally, which demands a combination of commmunication,
presentation, and negotiation skills.

Almost in every expert group the ability to learn as related to lifelong learning was
mentioned.

Hard skills are important but not without other transversal and interdisciplinary
skills that enable one in the software field to understand the issue in a wider
context and cooperate with others to find and present the best possible solution,
considering all the aspects connected with it.

Experts pointed out that developer job profiles need to
include both the hard skills and soft skills; so they need a
deep understanding of the whole development life cycle to
be able to respond to the customer demand.

Estonia

Experts estimate the relative importance of soft skills vs
hard skills: 60%-40%. Besides problem solving, analytical
and critical thinking and communication skills, some
interesting additional soft skills that experts mentioned
were among others: active learning/ lifelong learning and
an ownership attitude and as additional profession-related
skills: financial skills and business understanding.

Hungary

Experts considered coding, programming and testing skills
in Angular, Java, Net core and Python, as well as DevOps,
DevSecOps and FinOps Skills the most important hard
skills. Besides common profession-related skills such as
project management and security management, the
importance of change management, financial

France management, costing and monitoring of charges,
production quality monitoring and performance
management and reporting was mentioned among others.
Related to soft skills, experts underlined the need for
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Germany

Ireland

Italy

The Netherlands

lifelong learning and self-continuous improvement. Also
mastery of the English language was stressed.

Experts acknowledged that there is uncertainty about
which concrete programming languages will become
most important, which remains sector specific. Hard
skills in terms of knowledge of programming languages
is expected to remain important. Demand for Microsoft
.NET, cross-platform development skills and skills related
to DevOps is expected to increase. Experts were
particularly keen on knowledge and skills in social
responsibility, ethics, data protection, person rights as
well on legal issues and handling of data, which they
considered essential.

The experts were very strong in their views that there is a
considerable number of new competencies now required,
e.g., when considering Al, Ethical Al is critical. A brand can
be alienated overnight if the algorithms deployed are not
socially acceptable.

Experts agreed that the hard skills required by the software
market are evolving so quickly that it is really difficult to do
forecasting for the next 5 years. On the other hand, these
skills can be easily acquired with short terms training.
Therefore, having right soft skills is very important; being
open for continuous learning and ready for change, being
able to solve problems and work quickly and effectively in
an agile team in a multidisciplinary work environment.

Experts stressed the importance of communication and
leadership skills in general. Other skills mentioned are
thinking in solutions beyond the own business unit,
pragmatism, creativity, and again the capacity to learn and
adapt are listed. Also, knowledge of and skills in continuous
integration (Cl) and continuous deployment (CD) were
mentioned. Regarding hard skills, experts indicated that it
is important to learn about the principles of basic
computer science and also to know the principles behind
programming, data, developing, architecture, etc.
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The expert group stated that candidates that have a mix of
technical skills and soft skills will receive the most
interesting offers in the market. Hard skills mentioned

relate to among others: cloud computing, data structure
_ and algorithms, git and GitHulb, containers, data analysis,
data modelling, data drilling, RPA, MLP, Al, and skills in the
area of security. And again, the basics of essential

computer science concepts like data Structures, algorithms
and computer network.

Poland

Experts highlight interdisciplinarity, complex problem
solving, and the ability and willingness to learn as
important skills. It was pointed out that not only IT staff is
_ encouraged to communicate more effectively, but also
profiles from other fields should gain basic knowledge of
Slovenia the IT field for easier understanding and communicating.

Digitalisation of the workplace, business processes etc. was
considered an important profession-related skill.

4.4.2.3 Education and training

Experts agree that Lifelong Learning will be essential. This means that students
and employees need to develop new competences throughout their career path.
That could be accomplished by providing students with real-life experience,
authentic tasks and collaboration between universities, companies, through e.g,,
apprenticeships and work-based learning. Task for lower and higher VET is to
prepare the student for a soft landing on the job market, therefore close contacts
with companies is essential.

Learning should comprise of project-based, transitional training, experimental
learning, playful and gamified in real-life scenarios by mentoring, explanations,
peer-to-peer learning, and storytelling. Additionally, soft skills are developed in the
real-life situations, as they cannot be taught from books — people develop them by
practising. Regarding training needs, there is also an important emphasis on
abstract and entrepreneurial thinking. The competence that everyone needs in
each field is knowledge of the principles of work organization (acceptance of oral
and written instructions, assessment of time to complete the task, etc.).

Experts are of the opinion that basic programming logic and understanding, and
machine learning should be introduced from the beginning of the educational
vertical (from elementary school). However, with the software profiles, caution is
required - not to tie things to just one specific domain. It is necessary to keep in
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mind and think about how to offer the possibility of acquiring knowledge in other
domains already during education. Experts report that it does not make sense to
focus on specific domains early in education, as it is not known where a person
will work. However, there are already possibilities for participants in educational
programmes to acquire other domain knowledge (e.g., elective courses,
additional training). Consideration needs to be given to how to adapt and
implement this in the future.

The way of closing the gap between the labour market supply and demand is in
re-skilling from other domains to ICT and up-skilling. More emphasis should be on
up-skilling and re-skilling courses and programs, delivered either by IT companies
or by private providers. Microcredentials and nanodegrees are important, as they
provide the opportunity for people to consume lifelong learning at their own pace
and time. In some experts’ opinion, most of the specialisation will take place in the
company, via work-based learning projects; mentored by colleagues.

Short cycle trainings will not provide a significant amount of labour force.
Therefore, the university programme needs to be improved (for example a course
between bachelor and master).

Some experts say, in most cases university courses can currently follow slowly the
IT trends that are changing very rapidly. Employees tend not to participate in
extensive training, therefore there is a substantial need for short, intensive
training covering a bit of theory and emphasizing practice and experience. To
provide quality, training of high school teachers would be a very important first
step (technology and methodologies).

Suggested ways of adapting to changes in the labour market are to add pathways
for different skillsets, developing complementary and modular curricula,
integrating project-based learning, enhancing internship periods in academic
programmes, enabling learning practices in different companies, providing short
12-week training for gaining the fundamentals on the subject, microcredentials
for lifelong learning and upskilling programmes. Various options for developing
competences were mentioned, from short training courses to complete university
BSc and MSc education.

Rapid changes in technology, roles and positions mean educational institutions
should confront the demands for developing competences in the software field.
Trained educators, cooperation and flexible transition with the business
environment, introducing more appropriate ways of teaching and learning and
also creating new or upgrading existing programmes should be aligned with the
vision for the future and the changing map of the competence needs on the
labour market.
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Experts expect that short cycle training can help but will
not provide a significant amount of labour force. Therefore,
the university programme needs to be improved,
awareness must be raised already at high school and there
Hungary should be courses in secondary schools (for 14-19 years old),
so young people can go to work.

Experts' view on higher education is to provide an overview
of the field; skills and competence itself will be acquired in
the company. Higher education curricula will always lag
behind. VET providers should cooperate with companies
and provide short term courses. Evolving new trend:
Community / networked learning (Devclubs).

Estonia

Experts highlighted that when looking for junior software
professionals, companies prefer upskilling people from
other ICT professions, while for senior roles they prefer
hiring them directly. Companies also prefer to source via
freelance platforms that assess the knowledge and to train
and mentor the experts. They also reported that it is
important for large companies to train software
professionals themselves through their internal enterprise
academy or university for technical software skills and for
some profession-related skills. They prefer external training
for more specialist training, e.g., DevOps, Cisco. The experts
also highlighted the need to include computer science,
informatics, and coding in primary and secondary school.

France

In the expert group it was stated that the current
university system lacks a preparation for company
requirements, as it is focused too much on research and
is too specialised. Experts promote a more generalised
- education to create a solid basis for a software career.
They consider the German Dual System with half of the
training time provided in a vocational school and the
Germany other half in a company or organisation much better
suited to the demand. Curricula should ensure i.a.
training in writing business cases, social responsibility

and ethics, and the skill to quickly learn new
programming languages.
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Experts recormmended that already at secondary school
should be started with teaching of coding. A successful
programme to fill the skills gap in Ireland is the Future in
Tech Programme. Since November 2020 over 400
unemployed people have been afforded an opportunity to
start a career in tech. Supported by industry mentors, each

Ireland pathway was built by industry for industry and includes
industry certification. The eight pathways are the key skills
sets in demand by industry in Ireland.

Experts stressed the importance of teaching programming
basics, additional short trainings in soft skills promoted by
universities and internships.
Italy
Experts stated there is not so much a gap between the
students graduating in ICT-curricula and the working
) environment: Any student that starts with an ICT-education
is guaranteed to find a job. Companies themselves provide
] further training. The real challenge is to attract new ICT

professionals. Furthermore, certification will remain
important, but there should also be more focus on the
industry specifics in the training. Education should also
prepare for different hybrid environments.

The Netherlands

Experts stressed the outdated character of classic training.
Education should be offered via web. The need for training
is endless, so education and training providers should find
means to fulfil this need. Also develop a “learning mindset”
Poland in their students.

Experts emphasised strongly the importance of including
the compulsory subject of computer science and

_ informatics in primary and secondary education. This will

affect the perception and understanding of students about

what programming actually is, which can influence further
career decisions in this direction.

Slovenia

4.4.3 European expert group

Partners were invited to nominate at least one expert for the European expert
group or let the national expert group nominate an expert. In total, 14 experts
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from different countries and various backgrounds took part in an online
discussion session. The discussion was divided in three parts, each part focussing
on one of the three central questions:

1. What will be the demand for the selected software roles in the next five
years?

2. What skills will be important in those roles in the next five years?

3. What is the need for training in the next five years?

With each question, experts were first invited to post their thoughts, by using
Mural’s digital workspace, after which the discussion on the topic started.

4.4.3.1 Roles

Additionally, the experts from the European expert group emphasised that the
concept of fusion of capabilities is becoming increasingly relevant. Specialists will
need to be able to talk to the leadership team as well to the customers — a
combination of soft skills with hard skills will be required.

Growing demand for

Fuslon of capabilities, Use of new - )
multdiciplinary interactive specialist roles (like machine
teams / soft skllls environments learning, data specialists)
mix / transversal skills N
and for generalist ‘full-stack
Combination oy oted <mecial developers’ roles
r 'sp. data related specialists: Ul, UX, XR,
of soft skills often part of multifinter- VR & AR
with technical discipli “[r developers i
ckills isciplinary leam;.h ave to € pers 3D Increasing
communicate with non- simulation 1
technical colleagues Sensing specialist TRETETEE of data-
_ solutions related roles
Developers who will Software {iaT) Deep
be able to oversee sustainability roles learning/ Al
the broader il Software
landscape T ST engineer
Integration engineer, chief
speclallsts software data officer, data
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Figure 44 Summary of some key remarks on software roles

The discussion led to the topic of differentiating specialist roles from generalist
roles. Specialists are harder to educate or train and it could be time-consuming to
become a specialist in the field. Also, some specialist roles may not be transversal
if they are specific to the needs of a certain company. While generalist roles have
a transversal potential and could be easier to educate and train, hence providing a
swift solution for the filling of the gap between supply and demand in the labour
market. There is a need for generalists in the upcoming years, however the
specialist role is in fact not expected to diminish; expertise in specific technologies
will continue to be needed.
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Besides this, specialists (esp. data related specialists) are often part of multi/inter-
disciplinary teams, in which they have to communicate with non-technical
colleagues. Software developers are not standing alone anymore, just to be able
to code is not enough, they have to be able to work in agile environments. So,
there will be a growing demand for developers who will be able to oversee the
broader landscape (e.g., integration specialists, software collaborator role).

As environments with multi-disciplinary roles and multi/inter/trans-disciplinary
teams will become an even more important part of businesses, a specific
challenge lies in how such an environment or team can be successfully managed.
The combination of technical and non-technical roles forming software teams,
outside of leadership, will be in demand. The concept of a fusion of capabilities
becomes more important.

Also, a future demand for software sustainability roles was recognised, with the
green agenda unfolding, as well as software ethics roles.

The increasing importance of data-related roles was stressed as well (data
scientist, engineer, chief data officer, data analyst, data visualisation specialist).

Besides this, a growing importance of developing new environments was
mentioned; the use of new interactive environments, and interfaces that will
become more important (User Interface (Ul), User Experience (UX), Extended
Reality (XR), Virtual Reality (VR) and Augmented Reality (AR) developers).

Related to developers, there is a growing demand for specialists (like machine
learning, data specialists etc), and for generalists, “full-stack developers” roles.
There will be an ongoing demand for the more traditional roles like software
developers, software engineers and software testing experts. The role then is the
stable factor, its contents will gradually change over a period of 3 to 6 years; this is
the so-called “role lifecycle”.

4.4.3.2 Skills

EU-level experts highlighted the relationship between business and technologies,
and that translating the needs is crucial. Emphasized was the integration of
technology, when, where, what, and how technologies will be used; the
integrating of technology to foster business. IT is no longer just a function but an
integral part without which the business does not/cannot operate. There has to be
an understanding of other disciplines and domains. Top level management is
often mystified by new technologies. The management of new types of skills
related to new technologies becomes important.
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Figure 45 Summary of some key remarks on skills in software roles

A software developer does not stand alone anymore, working in an agile,
ambiguous environment has become an important skill. This involves skills
related to a broad range of e.g., software design, cloud concepts, scrum,
requirement engineering, test-driven development (TDD), continuous delivery
and continuous deployment (CI/CD), extra coding languages like Python and
most importantly soft skills.

An absolutely critical set of skills mentioned by experts: critical and creative
thinking, analytical skills, and problem solving. These allow people to transition
between roles, and form the foundation for the development of several relevant
hard skills. It is these types of skills that provide business competitive advantage.
Specifically analytical skills were stressed: the ability to break problems down and
find the right solution, using techniques like scenario planning and identify
different solutions for problems.

Time management and self-management were also mentioned. Together with
the management of intellectual property, relationship management and effective
management of the value chain.

An understanding of the business and the business needs are also very important.
The ability to translate these into technical specifications and deliver a valuable
product, e.g., by using real-life scenarios. The ability to report in a structured way is
even more important in this kind of environment. It is also important to think in a
strategic way.

Data related roles (experts data science, machine learning) need more experience
as compared to “normal” developers. Data related projects are different, so this
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involves a different skillset, being able to work with different disciplines and
communicate with different stakeholders. Social intelligence and empathy being
important factors here.

Technologies that will play a major role: experts mentioned Python, Java, and “R”
programming. They noted that it is not always about something new, but the
fusion of technologies and being able to use them in more complex ways. Low-
code and no-code programming were mentioned, user experience
(UX)/Customer Experience (CX) skills to make the handshake with business and
due diligence for third party components are important. But also the
development of domain-specific languages (language engineering). Other hard
skills mentioned were Cloud and cloud application development; Blockchain
concepts and software programming; Security analysis, troubleshooting and site
reliability.

A skillset related to sustainability will become important. This relates to the
production of software in a more sustainable way, in terms of the consumption of
natural resources. Leaders must prepare their teams for the new digital
transformation wave.

Still gaining importance are: Human-computer interaction, customer experience,
and gamification, so also the skills related to these will be important, including
user interaction design, web technologies, 3D simulation and modelling, API
design, XR experience design, animation and storytelling.

4.4.3.3 Education and training

Experts’ key advice is to focus on foundation and entry levels in programmes,
build in practice, make modular programmes, seek cooperation with companies
and incorporate the broader business perspective into programmes.

In addition to lifelong learning being essential, programmes should be more
modular, offering much-needed flexibility and embracing changes and new
technologies, so people can select electives and build a relevant programme. In
this light also microcredentials and nanodegrees were mentioned, as well as the
need to offer ultrashort lectures, called “microlessons” or “microlectures”.

The need to look at what industry can do to close the gap was emphasized, e.g.,
between graduates who still need time to be trained further by companies. The
cooperation of companies and the educational system will be essential.
Collaborations between education and businesses, e.g., by apprenticeships, was
mentioned as an example.
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Another important aspect related to training and education is that this has to be
combined with practice, as even basic developers need a lot more experience in
the real world. Experimental learning was mentioned here, playful and gamified
with real-life scenarios, and also teaching methods like mentoring, peer-to-peer
learning, and storytelling.

An important consideration for educational providers is to what extent should the
focus be on complex roles that require more experience, and to what extent on
entry/junior level roles that would need to acquire the basics of e.g., Al/data, and
then how can a curriculum or learning programme be built to move these
individuals into more senior roles through continuous learning? The key is that
foundations can and must be taught, so the focus is on the entry level talent and
junior positions. Specialist roles are hard to educate for.

Business and technology together become key, so the broader business
perspective has to be taught; the business needs; an understanding of complex
organisations, IT is no longer a function, but an integral part of the business.
Reskilling from other business functions into an IT role can be done. The other
way around is much more difficult as this involves a business perspective. The
broader business perspective is something that must be part of IT programmes.

University-
. . business
Combination  collaboration
with practice
apprentice- Il
5 scenarios
Focus on ships
foundations
Life long learning: S —
Programmes should Mentoring' peer-to- learning, playful and
be more modular, peer learning, gamified (mmersive)
offer flexibility Entry level, storytelling
junior
Machine learning
microcredentials from the beginning -
Micro and nanodegrees Reskilling from other  from elementary up
lessons upskilling domains to ICT

Figure 46 Summary of some key remarks on education and training for software roles
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5 Supply study

It is necessary to have insights in the supply, besides the demand for software
skills, to determine whether there is a gap between both. The current supply of
software skills consists of a large number of different programmes and training
offerings (VET and higher VET). These offerings can be provided by public and
private universities (of applied science), VET providers, vendors, or internal training
departments. Desk research was used to map this supply. First, an overview was
made of relevant providers, followed by a more detailed investigation on the
programmes of selected providers.

5.1 Providers

5.1.1 Methods

As a first step, the current supply was mapped to gain an overview. Partners tried
to detect as much as possible those providers with a relevant offering. This was
done by desk research; by extracting information from websites, brochures etc.
The aim was to have a complete overview of relevant providers and their offerings
preferably for all EU member states, but at least for the countries of the partners.

The providers were subdivided into public, private and company institutions. The
following general guidelines were used to ensure coherence in the selection of
the right providers by their offerings:

Offerings can be from any kind of provider. These can be public or private
institutions. These can be universities (of applied science), VET providers,
vendors with their own training programmes or internal training
departments of companies.

Offerings should educate for roles, competences, knowledge and/or skills
that are indicated as central to this research.

Offerings should be on VET or higher VET level, incorporating upper
secondary VET (EQF3/4), post-secondary/ tertiary VET (EQF 4/5), and higher
VET (EQF 5/7).

In general, this means it must be an educational programme or training
that is directly related and prepares for the occupational field. In most cases
in ICT these programmes are on EQF 4 to 6 level. On the higher EQF levels
extra attention had to be paid to the question whether itis really a VET
programme or training and not scientific or general education.

Offerings should provide formal education or training preferably completed
with a certificate or other proof of knowledge and/or skills acquired.
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Offerings can be of any length, study load et cetera. VET can be used for
skilling, reskilling and/or upskilling of people. It depends on the aim of the
educational programme or training what its content will be. A training of
one day can be relevant as can a programme of 5 ECTS or a complete
bachelor programme.

Providers can specialise in one of more areas. For example, software
development, Al or testing.

5.1.2 Findings

Data on over 1000 providers in 14 countries was collected. It showed that there is
no shortage of supply in training of the most relevant software skills (e.g.,
programming languages).

The (initial) educational programmes related to software roles are available with
mostly “programming” as the main focal point on EQF 3/4/5 level, software
engineering on EQF 6 level and more specialist programmes at EQF 7 level. In
several countries, the programmes on EQF 3/4/5 level are regulated and
standardised at state level. In some countries also, EQF 6 programmes are
standardised either by the government or by collaborating universities of applied
sciences. EQF 7 level programmes are less regulated.

5.2 Programmes

More detailed information about the contents of relevant programmes was
gathered as well.

In general, one could state that there is enough supply for single skills, offered in
specialised trainings and short courses, but that new professionals starting their
first ICT job do not possess all the relevant skills needed in organisations with
software needs. Educational programmes seem not to be aligned with those skills
needs.

A study of the contents of relevant programmes provided an impression of which
roles and skills are not covered (enough) in educational programmes.

5.2.1 Methods

Having a large number of possibly relevant providers, a selection had to be made
for a study of the contents of relevant programmes. The selection of these
programmes was made based on the number of graduates of those programmes.
The number of graduates on the programme was chosen as a selection criterion,
as one can argue that a perceived skills gap at such a large scale has to be caused
by the skillset of a large number of entrants to the labour market.
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The three largest programmes (based on the number of graduates) were selected
for each of the following three groups of offerings: VET (EQF 4/5), bachelor (EQF 6)
and master (EQF 7) in a certain country.

The first group of offerings is about complete educational programmes at
EQF 4 (or in some cases EQF 5) that usually have at least one-year full time
workload. So minimal 60 ECTS, but often 120, 180 or even up to 240 ECTS.
These programmes go by different names depending on the country (e.g.,
Mid-level Vocational Education) and are on upper secondary or post-
secondary level. Typically, the names used for this kind of programmes are
programmer, software developer, software tester and web designer.

The second group of offerings is about complete bachelor programmes or
other programmes that belong to tertiary VET at EQF 6. These programmes
usually have a 180 or 240 ECTS workload. Also at this level there are several
different programme names of which software engineering is a popular
one.

The last group of offerings is about complete master programmes or other
programmes that belong to tertiary VET at EQF 7 level. These programmes
usually have a 60 ECTS workload. At this level the programmes are usually
more specialised, but it is interesting to see whether (basic) skills are taught
in these kinds of programmes. It is also sometimes not considered VET, but
general education, but if the focus is clearly on preparing for a profession
(and not on a career in science) it can be considered higher VET, like for
example a master DevOps specialist or master software engineer.

The data gathered focused on some general information on the programmes,
including size and number of students, followed by an overview of the skills
taught, hard skills, profession-related skills, and soft skills.

The data gathered on the skills mirrored the data that was collected by the
guestionnaire. In this way potential matches and mismatches could be detected
and conclusions related to the skills gap could be drawn. Data on details of the
programme was collected for the following programmes:

23 VET/ EQF 4/5 programmes
22 Bachelor/ EQF 6 programmes
24 Master/ EQF 7 programmes.
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5.2.2 Skills in programmes

5.2.2.1 Hard skills in programmes

The skill programming is present in all studied programmes on all levels. On
EQF4/5 level it is in most cases part of courses and on bachelor level it is more
common to have more than one complete course dedicated to programming
skills.

The skill working with data structures and algorithms is part of a lot of EQF 4-5
courses and has a dedicated course on the bachelor level. Programmes at master
level are more specialised in most cases, but a lot of programmes at this level also
have one or more courses on data structures and algorithms.

DevOps skills have a limited presence in EQF 4/5 programmes but are included
on other levels, in most cases as part of a course. They only have a dedicated
course or courses in some programmes.

Media editing and web design skills are primarily part of programmes focused on
this topic and not a standard part of other software-related programmes.

Programming

Testing

Working with data structures and algorithms
DevOps skills

Media editing and web design skills

Not in programme = Part of course(s) = One complete course = Several complete courses

Figure 47 Hard skills in programmes

The most taught programming language is Java which is part of over 60% of the
studied programmes. Also SQL, HTML and Python are present in at least 50% of
the programmes. C, C++, C#, Javascript, PHP and Ruby are taught in more than
10% of the cases. All other programming languages are only taught in a few
programmes (less than 10%).
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Figure 48 Programming languages in programmes

5.2.2.2 Profession-related skills in programmes

Networking basics

Test management skills
Operating system basics

Software development life cycle skills
Project management skills
Component integration
Documentation production
Problem management

Data science and analytics

Al/ machine learning skills
Information security management
Needs identification
Requirements management
Sustainability management

Not in programme Part of course(s)

One complete course Several complete courses

Figure 49 Profession-related skills in programmes

Data science analytics and machine learning skills are the skills that are the most
a topic of several courses in a programme. These are mostly programmes on
master level with apparently a big focus on these topics. On the other hand, these
skills have a very limited presence on EQF 4/5 level. On EQF 4/5 level none of the
profession-related skills have multiple courses dedicated to them and only a few
have one dedicated course, but a lot of profession-related skills are present as part
of courses.
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Some skills almost have no dedicated course on any level in any programme. For
example, documentation management is part of a lot of programmes, but only as
part of courses. This is also the case for skills like test management, project
management and needs identification. Other skills get less attention in the
programmes, especially sustainability management which rarely appears on the
programmes that were studied.

5.2.2.3 Soft skills in programmes

Soft skills are seldom the topic of a dedicated course in a software skills related
programme. Critical thinking, problem-solving and creativity are part of a lot of
programmes, but almost only as part of a course. There is more attention for these
skills on the higher EQF levels. The more interaction focused skills communication
and teamwork are also part of a lot of programmes and have somewhat more
dedicated courses in comparison. These skills are more a part of the EQF 4-5 levels
and somewhat less on the higher levels.

Skills like ethical behaviour, independent working, self-management,
accountability and leadership are absent in a lot of programmes and included as
part of courses in other programmes. Leadership is for example absent on EQF 4-
5 and part of a few programmes on the other levels with some dedicated courses.

Communication
Teamwork

Critical thinking
Problem solving
Creativity

Ethical behaviour
Independent working
Self management
Leadership
Accountability

Not in programme Part of course(s)

One complete course Several complete courses

Figure 50 Soft skills in programmes
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6 Conclusions

The final step in a multi-method approach is to integrate the findings and, in this
case, perform a gap analysis based on those integrated findings. This analysis
leads to conclusions that need to be addressed in the European Software Skills
Strategy. The primary conclusions are divided into conclusions on software roles,
skills and education/training, although sometimes conclusions are related to
more than one of these categories.

6.1 Roles

The analysis of the roles that are involved in the production, deployment and
maintenance of software led to some conclusions on the relevance of roles and on
recruitment issues.

6.1.1 Developers needed most

It is no surprise that when focusing on software roles (software development and
maintenance) the developer profile is in general the most important role. It is not
only the most important role, but also the role which organisations now and in the
near future need additional people for.

There is a shift to new kinds of developers, like full stack developers and low code
developers, but the most important insight is that developers are becoming more
and more part of the regular organisation instead of a separate entity. Soft skills
and knowledge of the business are therefore increasingly important for
developers to be able to function. The growing attention for the DevOps expert
role can also be explained by this need for better integration between software
production and the rest of the organization. A DevOps engineer/ developer
integrates development, deployment and maintenance and is the developer in
agile environments using e.g., continuous integration and continuous delivery
(CI/CD).

6.1.2 Digital media specialists not relevant enough

The role of digital media specialist is according to the collected data not
important in relation to software development, deployment and maintenance. An
explanation could be that this role also can be viewed from a marketing
perspective or as a modern version of graphic design and part of the graphical
industry. In some countries there are also separate educational programmes for
this role that are not related to software, or even ICT in general, educational
programmes. It can also be argued that digital media specialists do not create or
maintain software and therefore don't fulfil a software role. This is a reason to no
longer include this role in the continuation of this project.
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6.1.3 People in software roles need to have the right skills at the start

It is a big challenge for organisations to find applicants that have the right skills
for the job. On the other hand, it became clear that people in organisations don't
have enough opportunities to train themselves while on the job e.g., because of a
lack of time. This is a reason why organisations (also) like to hire people with the
right skills, but at the same time the lack of applicants with the right skills is one
of the main reasons why organisations have trouble or are even unable to find
people for vacancies. The challenge for the educational field is therefore to
educate and train people in such a way that they possess the right skills to enter
jobs in organisations as much as possible. Organisations on the other hand should
be more involved in indicating the required skills and support people to obtain
them.

6.1.4 Strengthen the relation between (large) organisations and
educational institutions

Large organisations in any field have a need for people in software roles and of
course organisations that are active in the software sector itself even more so.
They also encounter a lot of problems in finding the necessary people for those
roles. More and more large organisations, therefore, implement solutions like an
own company academy to reskill and upskill their own personnel, but also to skill
new personnel that do not have the right skills to start with. Partnerships
between education and training providers and organisations with a need for
software professionals in these kinds of initiatives can be of great help to close the
gap between supply and demand.

6.1.5 Update European ICT Professional Role Profiles

One of the tasks of a sector skills alliance like ESSA is to establish occupational
profiles or update existing ones when relevant. This Needs Analysis shows that
attention especially on soft skills is important. In the next phase of the project, it
will be investigated further whether the profiles of first of all developer, but also
DevOps expert, solution designer and test specialist, should be updated.

6.2 Skills

The skills needed in software roles are certainly not restricted to “hard” software
skills and other profession-related skills. There is a growing importance of soft
skills that are needed to be successful as a software professional. The analysis led
to conclusions on all three subgroups of relevant skills.
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6.2.1 Programming principles

There is no gap between the current supply and demand for “hard” skills of which
programming skills are most relevant in the context of this project. The most
needed programming languages at the moment still are Java, Javascript, SQL,
HTML, PHP, C++, C# and Python, which are also the programming languages that
in Most cases are part of educational programmes and for which there are plenty
of training options.

A problem might occur when educating for the future. It is not clear which new
programming languages will last in the long run and become more important. It
is also hard to predict how long popular languages will remain relevant. It is also a
big task for people and organisations to find time to train for new programming
languages. A way of making this process easier is to make sure that software
professionals have a solid foundation in understanding programming principles.
This will help to learn to adapt quickly to new languages and make software
professionals more flexible and future proof.

6.2.2 Some important profession-related skills

Today, there is a need for some profession-related skills like security management
and project management. Regarding project management agile ways of working
are becoming more important. Security is an issue that is already important and is
getting even more important, making security an integral part of the whole cycle

of designing, developing, deployment and maintenance.

Although currently not considered highly important, it is expected that in the
future sustainability management and sustainable software development will
become important.

These are the profession-related skills that are most important for software
professionals to have, and should therefore have a prominent place in educational
programmes and be available training topics.

Besides these, an understanding of the business and its needs will also become
even more important.

6.2.3 Interpersonal soft skills foundational

People in software roles need Interpersonal soft skills since almost all activities in
these roles nowadays require working together. The most relevant are teamwork
and general communication skills. In most cases these skills are already part of
educational programmes, but they need to be the focus of more attention,
especially in relation to working in a business environment.
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A related conclusion is that English is important in a lot of jobs, so English
language skills are important and may even be a foundational requirement
especially in relation to mobility. At the same time a limiting factor for mobility is
that in many cases it is also required to be able to speak the local language.

6.2.4 Personal soft skills are key

There is a consensus confirmed in every element in this study that personal soft
skills are becoming increasingly important for people in software roles. The most
important are critical thinking & analysis, problem solving and self-management.
These soft skills are also truly transversal since these three skills are also the top
three skills which the World Economic Forum (2020) concludes will be
increasingly in demand by 2025 in the total population of organisations. In other
words: these skKills are important for people in any working environment and
certainly for software professionals.

6.2.5 Relevant e-competences

The e-CF competences were part of this study mostly by their corresponding
(group of) skills. These competences can be considered core for software roles:

AG. Application Design
B.1 Application Development
B.3. Testing

Other relevant e-competences are:

D.7. Data Science and Analytics
E.2. Project and Portfolio Management
E.8. Information Security Management

Followed by the somewhat less important competences Component Integration
(B.2) and Problem Management (C.4). Other competences like Needs
Identification (D.11), are considered less important by organisations and also not
mentioned by experts as becoming more important in the near future. Although
Documentation Production (B.5) is considered less important by organisations,
some experts think that documentation will remain important.

The competence Sustainability Management (A.8) requires special attention
because it is considered not that important at the moment by organisations, but
according to experts and reports it will become more important in the near
future. The awareness of the importance of sustainability management should
therefore be raised.
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6.3 Education and training

The current and future demand for software professionals and corresponding
skills requires changes in the education and training available so there will be a
sufficient supply of professionals with the right skills.

6.3.1 Time for training is limited

The time people in software roles have for training is limited. A lot of the backlog
in training people in software roles is attributed to the lack of time available to the
people and/or the organisation. This means that upskilling people will be
challenging. On the other hand, the need for new skills and higher EQF levels
required for software roles, makes it necessary for current software professionals
to upskill themselves to stay relevant in their field. Initial education is key to close
the skills gap at entry level, because a lot of new professionals are needed given
the very large demand for software professionals, and these young students do
not face these time restrictions. Time for training in more senior-level positions
should get more priority in organisations.

6.3.2 Short, modular programmes and micro credentials

The limited time people in software roles have requires short and modular
training programmes to keep them up-to-date. These programmes should be
updated regularly and follow the newest technologies and trends. Micro
credentialing will help to certify the skills people require in life-long learning
situations.

6.3.3 Broader education (and training)

An important finding is that software professionals should have more soft skills,
but also need more broader education. T-shaped professionals are considered to
be the future. These are professionals with specialised skills in a certain area, but
also have a broad range of skills in other areas of the software profession or even
the broader ICT profession in general. This means that especially initial education
should provide a broad foundation in the field. Also the II-shaped professional is
gaining ground. This professional has (at least) two fields of expertise and can
bridge the gap between both disciplines. It is becoming more and more
important that software professionals know what and who they are programming
for. In most cases this includes at least business in general, so every software
professional should possess some business knowledge and skills. The ultimate
situation would be that every software professional has a second degree or at
least some education and training in another field. This also means that
professionals from other fields should possess some software skills to be able to
work successfully together and develop software fulfilling the business needs.
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6.3.4 Education together with organisations

To bridge the gap between education and practice it is helpful that organisations
and education providers are working together more closely. Businesses could
support learning by providing real-life examples and environments to practice.
Education providers could support businesses by providing better tailored
education and training for example by participating in company academies.

6.3.5 Educate flexible lifelong learning software professionals

Ideally, educating software professionals starts in primary school with teaching
programming logic. The rest of the initial education should steer in the direction
of flexible software professionals with a fundamental understanding of hard and
profession-related skills and good personal and interpersonal soft skills. This forms
the foundation for life-long learning to stay an up-to-date software professional
and adapt to new situations and technologies.
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8 Annexes

Annex A
names

- Role profiles descriptions and alternative

The titles and descriptions of the role profiles are derived from: CEN/CWA 16458-1
“European ICT Professionals Role Profiles - Part 1: 30 ICT profiles”. Alternative
names are based on ESCO, the European Skills/Competences, qualifications and
Occupations classification.

Role profile

Description

Solution Designer

Provides the translation of business requirements into end-to-end IT
solutions. Proposes and designs solutions in line with technical
architecture which fit business requirements and support change.

Alternative
(ESCO) role
names

Role profile ‘

Description

Digital games designer

ICT application configurator
Instructional designer
Software analyst

Developer

Designs and/ or codes components to meet solution specifications.
Ensures building and implementing of ICT applications. Contributes to
low-level design. Writes code to ensure optimum efficiency and
functionality and user experience.

Alternative
(ESCO) role
names

Role profile ‘

Description
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Digital games developer

Embedded systems software developer

ICT system developer

ICT application developer

Industrial mobile devices software developer
Mobile app developer

Software developer

User interface developer

Test Specialist

Designs and performs testing plans. Ensures delivered or existing
products, applications or services comply with technical and user needs
and specifications. For existing systems, applications, innovations and
changes; diagnoses failure of products or services to meet specification.
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Digital games tester
ICT accessibility tester
ICT integration tester
ICT system tester

ICT test analyst

ICT usability tester
Software tester

DevOps Expert

Implements processes and tools to successfully deploy DevOps
techniques across the entire solution development lifecycle. Applies a
cross-functional, collaborative approach for the creation of customer-
centric software solutions. Introduces automation throughout the
software production system to deliver better software faster.

Alternative
(ESCO) role
names

Role profile

n.a.

ESCO: DevOps is considered knowledge - The DevOps development
approach is a methodology to design software systems and applications
focused on the collaboration and between software programmers and
other ICT professionals and automation.

Digital Media Specialist

Description

Integrates digital technology components for internal and external
communication purposes. Designs and codes social media applications
and websites. Makes recommendations on Application Programming
Interface (API) and supports efficiency through appropriate content
management systems.

Alternative
(ESCO) role
names
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3D animator

3D modeller

Digital media designer

Search engine optimisation expert
User interface designer

Web developer
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Annex B - List of skills

Hard skills Profession-related skills Soft skills
Programming Programming languages Networking basics Accountability
Testing and debugging C Test management (efficiency,
Working with data C++ Operating system reliability, diligence)
structures and C# basics Communication
algorithms 4 Software Creativity
DevOps skills Go development life Critical thinking
Media editing and web HTML(5) cycle Ethical behaviour
design Java Project Independent
Javascript Mmanagement working
Kotlin Component Leadership
Objective-C integration (coaching,
PHP Documentation motivating,
Python production strategic thinking)
Ruby Problem Problem solving
Scala management Self-management
SQL Data science and (adaptability,
Swift analytics personal
Typescript Information development)
Other security Teamwork
management
Needs identification
Requirements
management
Sustainability
management
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AnneXx C - EQF details

Framework for Qualifications of the European Higher Education Area - European
Qualification Framework — EQF

An overarching framework that makes transparent the relationship between
European national higher education frameworks of qualifications and the
gualifications they contain. It is an articulation mechanism between national
frameworks (Bologna Working Group on Qualifications Frameworks (2005).

Levels represent a series of sequential steps (a developmental continuum),
expressed in terms of a range of generic outcomes, against which typical
gualifications can be positioned (Bologna WG on Qualifications Frameworks
(2005). Each level is defined by a set of descriptors indicating the learning
outcomes relevant to qualifications at that level in any system of qualifications
(European Commission, 2008).

EQF level 4

is defined by the following set of descriptors indicating the learning outcomes
relevant to qualifications at that level in any system of qualifications: [knowledge]
factual and theoretical knowledge in broad contexts within a field of work or
study, [skills] a range of cognitive and practical skills required to generate
solutions to specific problems in a field of work or study, and [competence]
exercise self-management within the guidelines of work or study contexts that
are usually predictable, but are subject to change and supervise the routine work
of others, taking some responsibility for the evaluation and improvement of work
or study activities (adapted from: European Commission, 2008).

EQF level 5

is typically related to the associate degree or equivalent degrees and is defined by
the following set of descriptors: [knowledge] comprehensive, specialised, factual
and theoretical knowledge within a field of work or study and an awareness of the
boundaries of that knowledge, [skills] a comprehensive range of cognitive and
practical skills required to develop creative solutions to abstract problems, and
[competence] exercise management and supervision in contexts of work or study
activities where there is unpredictable change and review and develop
performance of self and others (adapted from: European Commission, 2008).

EQF level 5 corresponds with the “Dublin” descriptor of the short cycle (Joint
Quality Initiative, 2004; European Commission, 2008).

EQF level 6
is typically related to the bachelor degree or equivalent degrees and is defined by
the following set of descriptors: [knowledge] advanced knowledge of a field of
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work or study, involving a critical understanding of theories and principles, [skills]
advanced skills, demonstrating mastery and innovation, required to solve
complex and unpredictable problems in a specialised field of work or study, and
[competence] manage complex technical or professional activities or projects,
taking responsibility for decision-making in unpredictable work or study contexts
and take responsibility for managing professional development of individuals and
groups (adapted from: European Commission, 2008).

EQF level 6 corresponds with the “Dublin” descriptor for the first cycle (Bologna
WG on Qualifications Frameworks, 2005; European Commission, 2008).

EQF level 7

is typically related to the master’'s degree or equivalent degrees and is defined by
the following set of descriptors: [knowledge] highly specialised knowledge, some
of which is at the forefront of knowledge in a field of work or study, as the basis for
original thinking and/or research and critical awareness of knowledge issues in a
field and at the interface between different fields, [skills] specialised problem-
solving skills required in research and/or innovation in order to develop new
knowledge and procedures and to integrate knowledge from different fields, and
[competence] manage and transform work or study contexts that are complex,
unpredictable and require new strategic approaches and take responsibility for
contributing to professional knowledge and practice and/or for reviewing the
strategic performance of teams (adapted from: European Commission, 2008).
EQF level 7 corresponds with the “Dublin” descriptor for the second cycle
(Bologna WG on Qualifications Frameworks, 2005; European Commission, 2008).

EQF level 8

is typically related to the doctorate degree or equivalent degrees and is defined by
the following set of descriptors: [knowledge] knowledge at the most advanced
frontier of a field of work or study and at the interface between fields, [skills] the
most advanced and specialised skills and techniques, including synthesis and
evaluation, required to solve critical problems in research and/or innovation and
to extend and redefine existing knowledge or professional practice, and
[competence] demonstrate substantial authority, innovation, autonomy, scholarly
and professional integrity and sustained commitment to the development of new
ideas or processes at the forefront of work or study contexts including research
(adapted from : European Commission, 2008).

EQF level 8 corresponds with the “Dublin” descriptor for the third cycle (Bologna
WG on Qualifications Frameworks, 2005; European Commission, 2008).
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Annex D - Full paper analysis

Ref. Knowledge Skills Related key words Roles/function Delivery method(s) Paper type Other remarks
Cico et al. Software Implementation, Usability and Value, | Agile, development, prototype, Project based learning (most literature review. Reflection and Industry engagement and project based learning
(2021) Global Software Engineering (GSE), and Lean industry practices, programming, common) discussion on industry engagement |has high risk of being superficial and having
Software Startup are getting more common practices, project management, Gamified learning Blended learning |with education potentially negative effects ( e .g. lack of focus on
teams, Experiential learning. Few considered quality of productin classroom setting)
Skills in trends not taught yet: biology and Kanban the impact of the practical element of
computing, system of systems XP the course settings in delivering
Scrum, human-centered, useful final products. The proposed
GSE and Lean Software Startups are emerging |Test driven development, models should take care that
SE Trends, minimal research addressed them, |Prototype simulations pro- vide realistic,
with even less collaboration between industry [Lean stakeholder participation in
and education. Customer focus obtaining valid learning
Innovation enhancement. Use of models (e.g.
Entrepreneurship FOSS)and real life case studies were
International focus (GSE) and useful.
ability to work in diverse teams
Quezada- agile; business theory; business [entrepreneurship; testing and evaluation of Kanban Project based learning (most Case study in Eucador One of the main challenges in software
Sarmiento et [models; businesss model canvas;|software prototypes; common) engineering is to find the correct
al. (2018) entrepreneurial culture; entrepreneurship competencies that should be
innovative culture; knowledge on promoted when training professionals, once the
business structures that make a latter have finished their studies and started
business or a company working. Boosting and promoting creativity to
productive; marketing and sales; generate improvements and innovations that meet
organizational culture; human the real needs of the software industry.
resources; finance.
Foll et al. Software dev. for car drive Industry specific skills; Information Systems  [XP developer, IT Gamified learning Blended learning [text-mining approach is used to To build there curriculum framework (fig.4 in the
(2018) system knowledge; Software dev. |(IS) Support; IS Consulting; IS Operation; Data security analyze both job vacancies (in paper) "three categorizing approaches [were
for aerospace industry; Banking |Analysis; Project Management; Innovation specialist, Germany) as well as scientific used]: (i) the Guidelines for Education in Business
& Insurance industry knowledge [Management; Software Management; Process business and literature. and Information Systems Engineering at Tertiary
Optimization; Content Management; Software systems Institutions (Jung and Lehrer, 2017); (ii) the
Application Training Provision; Maintenance analyst, service European e-Competence Framework (CEN, 2014);
& Repair; E-Commerce; Embedded Systems; desk agent, and and (iii) the Skills Framework for the Information
Java Development; Infrastructure Web project manager Age (SFIA Foundation, 2015)."
Development; Front- and Back-end Web
Development; Administration; Enterprise
Specific Development; Object Oriented
Development; Database Management; Testing;
Requirements Analysis; Systems Architecture;
Software Implementation; Development
methods; Back-end development; User
Interface; Quality Assurance; Web
Optimization; Customer Relations; Strategic
Management; Supply Chains; Finance &
Controlling; Sales; Microsoft Office skills; SAP
customization; Business Intelligence;
Beckett The articleis not specific about |Internet of Things, data driven decision Scrum, human-centered, Literature review: Thirty-nine This paper explores challenges in the
(2019) what knowledge is needed, butin |making & support, data-analytics, data academic articles identified using identification of current and future
general one could assume the integrity, machine learning, big data, the keyword competency combined |competency requirements and in competency
knowledge needed is the automation, artificial intelligence, smart with other terms like industry 4.0, mapping to facilitate agile operations. .
knowledge required for the skills [machines, smarttransactions & system work 4.0, agile and digital
mentioned. integrity, interconnected sensors, 'digital transformation
twins', data security (secure links), human -
computer interface, organisational agility,
new competency requirements, competency
mapping. Communication. Collaboration
skills.
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general one could assume the
knowledge needed is the
knowledge required for the skills
mentioned.

interface, Internet of Things, sensors, Artificial
Intelligence, (collaborative) robots, Virtual
Reality, Big Data, Digital Twins, Smart factory,
Smart devices (watch), Management systems,
Social media, communication Devices, 3D
technology, Augmented reality, Logistics
(digitalizing), Cloud technology, On the
machine built-in camera's/tablets, Barcoding,
Exoskeleton, Automated warehouse, E-
commerce, GEO-technology,

manufacturing companies and data
was collected from 70 semi-
structured interviews to relevant
roles involved in the
implementation of digital
technologies

Ref. Knowledge Skills Related key words Roles/function Delivery method(s) Paper type Other remarks
Shabaetal. [Thearticleis notspecific about |Communication, teamwork and collaboration |Test driven development, The paper is based on 15 case The aim of the paper is to explore how
(2019) what knowledge is needed, butin [skills. Automation, personalised CAD, IT studies carried outin Italian organizations are re-designed when Industry 4.0

technologies are implemented.

(2019)

Language), quality managmen.
the new development and testing
processes in industry
Application Lifecycle
Management (ALM) tools (like
Polarion, Doors, etc.) and use of
version-control systems (Git, SVN

development, programming. the new
development and testing processes in
industryApplication Lifecycle Management
(ALM) tools (like Polarion, Doors, etc.) and use
of version-control systems (Git, SVN). It

standards, automotive SPICE
standard and the tip of the V-model.

Garousi et al. [SE Economics, Mathematical Maintanance, Configuration manager, Prototype Literature review (33 papers),and  |This paper explores the gap between software
(2018) foundations, Engineering Requirements, Testing, Development, Design, the data from the papers are engineering (SE) education and industry needs. It
foundations,SE process, SE Project manager summarized. identifies the different knowledge and skills in a
Models and methods, SE two dimensional space: importance and gap (low
Professional Practice, importance - low gap, low importance - high gap,
Computation foundations, high importance - low gap,
quality management high importance - high gap). Many skills arein
the last (high importance - high gap) category.
Zabavnik et al.|UML (Universal Modeling architecture, requriements, testing, Lean Literature review, mainly 1SO In this paper the automotive application

developmentis inspected with HiL (hardwarein
the loop).

Albino et al.
(2019)

Thearticle is not specific about
what knowledge is needed, butin
general one could assume the
knowledge needed is the
knowledge required for the skills
mentioned.

Big Data, Artificial Intelligence.
Nanotechnology. Robotization. Internet of
Things. Augmented technology. Diigitalization.
Mobile technologuies. Tablet + Smartphone
applications. IT Infrastructure. Agile
methodoloy. Data quality and integrity.
Customer needs analysis. Mobile technology.
Sensor and connectivity technology.

Customer focus

Systematic Literature Review. Finally
15 articles were examined in detail.

Earlier quality scientific studies found that
companies going through a digital transformation
struggle to deal with a resisting culture and the
reluctance to share and collaborate. Furthermore,
the business does not have the skills or resources
needed and face a talent gap. This SLR
investigates the results of earlier studies.

Reinhart et al.
(2019)

statistical methods, numerical
approaches

data management, collaboration, software
engineering, software design, programming (R,
SQL, C++, Clojure, Racket)

Innovation

Based on own experience about
starting a STEM (data science and Al
related) course, outcomes since
2015.

The aim of this paper is data science, statistics,

which is related to Artificial Intelligence (Al). The
paper shows the experience of a group, who
intruduced SE for statisticans. The STEM course
was delivered for MSc and PhD students with
success.
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what knowledge is needed, butin
general one could assume the
knowledge needed is the
knowledge required for the skills
mentioned.

computing. Machine learning. Deep learning.
Neural networks. Statistics. Forecasting.
Analytics. Software development. Atrificial
Intelligence. Java, AWS, DevOps.

Ref. Knowledge Skills Related key words Roles/function Delivery methodjs) Paper type Other remarks
Licorish et al. programming, SE Entrepreneurship programmers, Experiments with test subjects were [This paper examines the following questions:
(2016) team leads, carried out with a specific release |- How are software tasks distributed in a large
admins; project (1.0.1) of Jazz (based on the IBM software project, and how do team members
managers, Rational Team ConcertTM (RTC)), a |participatein the different ecosystems of tasks?
multiple roles fully functional environment for - Do the level and type of team members’
(from the developing software and for engagement covary with the nature of the task
previous ones) managing the entire software they are performing?
development process. In the test
1261 practitioners’ messages that
were contributed in relation to 250
randomly selected software tasks
were involved. The details of the
quantititave analysis is discussed
in subsection 5.2. Statistical and
deeper content analysis methods
were applied.
Duan et al. The articleis not specific about [Information systems technology. Security of IS. Asystematic review is executed. of [This paper presents an integrated framework for
(2020) what knowledge is needed, butin [Trust of IS. Digital privacy. Information existing studies (finally 62 are better understanding for adopting digital work in
general one could assume the acquisition of IS. Process automation. Digital identified) to identify critical issues |organizations.
knowledge needed is the work similation techniques. Business adopting digital work in
knowledge required for the skills [analytics. Social networks. Cloud computing. organizations.
mentioned. Mobile computing. Virtual reality.Sensor
embedding wearible devices. Telepresence
systems. Robotic process automation. New
mobile technology. Virtual offices. Smart
devices. Telecommunication technology.
Sipior et al. The article is not specific about |Data quality. Data security. Data trust. Cloud This paper describes a teaching case of a fictious

company. The case introduces students to
Shiplt2Me.com (“Shiplt2Me”), a fictitious
American e-commerce company that developed an
Al human resources recruiting tool to help it hire
cloud computing talent. The teaching case
summarizes Al concepts and the opportunity for
students to examine the advantages and
disadvantages of using Al tools in human
resources recruiting.

Engelbrecht

a multi disciplinary approach is

complex software systems

reflection , context specific

Adiscussion paper on changing

context and comprehensive competences are

programming, computational
thinking

solutions to new situations; evaluating own
and other solutions; experimenting and
troubleshooting;

attitudes related to
computational thinking; recognize
computational thinking as a
problem-solving process together
with computers thatare based on
a set of concepts and attitudes; be
able to assess his/her own level
of computational thinking.

et al. (2018) |needed as software environment competences education needs in software needed. This is challenging
becomes more complex
Giinay et al. [Software development life cycle [software design critical thinking. It must be Case study of improving how to In a very diverse college so methods should be
(2020) domain specific teach critical thinking to software useful in many contexts
students
Heintzet al. [teacher professional dealing with complexity; dealing with have experience working with school age children but relevant
(2018) development, digital competence, |ambiguity and open problems; adapting different types of problems and insights
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Ref. Knowledge Skills Related key words Roles/function Delivery method(s) Paper type Other remarks
Young Software Lifecycle; Course planning before communication skills,grit; Replacing student-led review lectures
Schmidt Project; Teamwork; Critical and |implementing, making software testable, communication and with a comprehensive collaborative
(2020) Creative Thinking, , object- maintaining collaboration. software engineering exercise to
oriented software, Java, Junit, strong communication among team members serve as a review of Computational

science and engineering education
(CS1) programming concept. Students
engineer an application
representative of real-world software

Thorat et al. logic building, problem solving, and This work identifies loopholes in review of one course mainly focussed on
(2021) debugging skill existing method of teaching computer engineers; to retain interest programming must be
programming course. Itis observed taught

that if these skills are addressed
properly then realistic improvement
in programming skills of students
can be achieved. We observed
improvements in academic results of
computer programming course after
implementation of the proposed
method. The approach proposed here
can make learning computer
programming a joyful experience for
the students

Ryan (2020) [Students show low awareness of critical thinking. Thereis a Role of software |quizes useful in ethics teaching as critical paper written by very experienced
ethics. .Need knowledge about serious lack of professional engineer is for |they anonymous and non threatening educator based on teaching one course over 20
nature of responsibilities to ethics awareness and large wider society years, software profesional ethics (in Ireland); Be
employer and society. Role of variety of attitudes in terms of not just aware of conflicts between education and
whistle blowing. Role of responses to ethical dilemmas employer industry. Remember that industry can bein
professional bodies and codes of students were provided). conflict wiht ethics. Educate students for wider
ethics Educators should help students soical awareness also.

become reflective practitioners,
committed to lifelong learning
and self development and
equipped to, as the ACM Code of
Ethics and Professional Conduct
says, ‘contribute to society and to
human well-being, acknowledging
that all people are stakeholders
in computing’

Hoover et al. Deep Learning; Machine Learning; Artificial Specific Al skills will be needed in the use of deep learningin Case study
(2019) Neural Network; Creative Artificial the future. applications mimicking human

Intelligence; Generative Adversarial Neural creativity can serve the purposes of

Network getting students excited about

machine learning and also help
enhance their core knowledge of
programming and the utilization of
standard library tools.
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Annex E - Summary of findings in the ACM library

Ref.

Knowledge

Skills

Important insight

Young Schmidt (2020).
Reviewing CS1 Materials
through a Collaborative
Software Engineering
Exercise: An Experience
Report.

Software Lifecycle;
Course Project;
Teamwork; Critical and
Creative Thinking,
communication skills,
object-oriented software,
Java, Junit,

planning before

implementing, making software
testable, maintaining

strong communication among
team members

Replacing student-led review lectures
with a comprehensive collaborative
software engineering exercise to serve
as a review of Computational science
and engineering education (CS1)
programming concept. Students
engineer an application representative
of real-world software

Porcheron, et al. (2018).
Voice Interfaces in
Everyday Life

AmazonEcho;

Big data, conversational
agent; conversational
user

interface; conversation
analysis; intelligent
personal

assistants;

Technical skills on natural
language processing Voice User
Interfaces (VUI) . Talking to
Computers. Studying
Technology in the Home.

Future technical skills on the
implementation of computer-human
interaction.

Bragg et al. (2019). Sign
Language Recognition,
Generation, and
Translation: An
Interdisciplinary
Perspective.

computer vision,
computer graphics,
natural

language processing,
human-computer
interaction, linguistics

Technical skills on the
implementation of human-
computer interactions

Future technical skills on the
implementation of computer-human
interaction

Jacobs, et al. (2018).
Extending Manual
Drawing Practices with
Artist-Centric
Programming Tools.
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Procedural art;
generative art;
programming;
computational geometry;
machine learning

The software engineer is an
artist. Manage complex
structures, automate processes,
generalize and reuse operations,
exploration and
experimentation, reflection on
aesthetic relationships and
process, transform manual
drawings, generative designs
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Heintz and Mannila
(2018). Computational
Thinking for All - An
Experience Report on
Scaling up Teaching
Computational Thinking
to All Students in a Major
City in Sweden.
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teacher professional
development, digital
competence,
programming,
computational thinking

dealing with complexity; dealing
with ambiguity and open
problems; adapting solutions to
new situations; evaluating own
and other solutions;
experimenting and
troubleshooting; grit;
communication and
collaboration.

have experience working with different
types of problems and attitudes related
to computational thinking; recognize
computational thinking as a problem-
solving process together with
computers that are based on a set of
concepts and attitudes; be able to
assess his/her own level of
computational thinking.

Hoover et al. (2019). Deep
Learning in the IT
Curriculum.

Deep Learning; Machine
Learning; Artificial Neural
Network; Creative
Artificial Intelligence;
Generative Adversarial
Neural

Network.

Extending the use of Al on more
challenging scenarios

Specific Al skills will be needed in the
future.

Yan et al. (2008). The
Internet of Things: From
RFID to the Next-
Generation Pervasive
Networked Systems

New knowledge on
pervasive networked
systems

The use of RFID technology
within software applications

Vision of needed skills in pervasive
networked systems of the future.

Reinfurt et al. (2076).
Internet of things
patterns.

Internet of Things;

constrained devices, intermittent
connectivity, technological
heterogeneity, or privacy and
security concerns

building automation, industrial
manufacturing, logistics and mobility,
healthcare, or public utilities, for private
consumers, businesses, or government.
Device Gateway, Device Shadow,
Device Wakeup Trigger, Remote Lock

Bertino (2016). Internet of
Things (loT): Smart and
Secure Service Delivery.

Internet of Things;
Applied Cryptography,
Network Security.

Precision agriculture,
environment monitoring, smart
health, smart manufacturing,
and smart cities.

Skills to combine and integrate various
new technologies to achieve smart
services.

Jonas et al. (2017).
Occupy the cloud:
distributed computing
for the 99%.
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Distributed Computing;
AWS Lambda; PyWren.

Fault Tolerance, Simplicity
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Skills to develop applications that
operate across virtualised
environments.



e S s European Software
o Skills Alliance

Annex F - Type of organisations with own demand for
software skills

ICT organisations

ICT — programming
o These are organisations focused on programming activities (NACE
J62.01). This includes writing, modifying and testing software.
ICT — consultancy
o These are organisations mainly focused on the planning and
designing of computer systems and other consultancy. It is possible
that an organisation offers software programming as part of their
services.
ICT - data processing, hosting, etc.
o This group of organisations includes the provision of infrastructure
for hosting, data processing services and related activities.
ICT - web portals/ platforms
o These are organisations that provide portals and platforms services.
ICT - other companies
o These are organisations that don't fall in the categories above. This
can be for example organisations that focus on (cyber) security or the
installation of systems including (off the shelve) software.

Non-ICT organisations

Non-ICT - large/ multinational companies
o Large organisations (over 250 people) outside ICT that have their own
need for software roles and skills. These organisations typically have
an ICT department that not only provides user support (helpdesk etc.),
but also programmes and/or maintain software.
Non-ICT - SME companies
o These are companies smaller than 250 people outside ICT that have
their own need for software roles and skills.
Non-ICT - governmental organisations
o These are non-profit, governmental or government related
organisations with their own need for software roles and skills.
Other
o These are organisations that for some reason cannot be categorised
in one of the other non-ICT groups.
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Annex G - Overview of national labour market reports
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